Release Note for Vigor3912 Series

Firmware Version: 4.3.6.2

Release Type: Critical - Upgrade immediately

Applied Models: Vigor3912, Vigor3912S

New Features
e None.
Improvement

e Improved: Improve the Web GUI Security (CVE-2024-46550, CVE-2024-46568,
CVE-2024-46571, CVE-2024-46580, CVE-2024-46586, and CVE-2024-46588 ~
CVE-2024-46598).

e Corrected: An issue with failure to set DMZ host for WAN3 Alias IP when P1/P2 port
changed as the LAN port.

Known Issue

e None.
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