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Read the installation guide thoroughly before you set up the modem.

The modem is a complicated electronic unit that may be repaired only be authorized and qualified
personnel. Do not try to open or repair the modem yourself.

Do not place the modem in a damp or humid place, e.g. a bathroom.

The modem should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.
Do not expose the modem to direct sunlight or other heat sources. The housing and electronic
components may be damaged by direct sunlight or heat sources.

Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.

Do not power off the router when saving configurations or firmware upgrades. It may
damage the data in a flash. Please disconnect the Internet connection on the router
before powering it off when a TR-069/ ACS server manages the router.

Keep the package out of reach of children.

When you want to dispose of the modem, please follow local regulations on conservation of the
environment.

We warrant to the original end user (purchaser) that the modem will be free from any defects in
workmanship or materials for a period of two (2) years from the date of purchase from the dealer. Please
keep your purchase receipt in a safe place as it serves as proof of date of purchase. During the warranty
period, and upon proof of purchase, should the product have indications of failure due to faulty
workmanship and/or materials, we will, at our discretion, repair or replace the defective products or
components, without charge for either parts or labor, to whatever extent we deem necessary tore-store
the product to proper operating condition. Any replacement will consist of a new or re-manufactured
functionally equivalent product of equal value, and will be offered solely at our discretion. This warranty
will not apply if the product is modified, misused, tampered with, damaged by an act of God, or
subjected to abnormal working conditions. The warranty does not cover the bundled or licensed
software of other vendors. Defects which do not significantly affect the usability of the product will not
be covered by the warranty. We reserve the right to revise the manual and online documentation and to
make changes from time to time in the contents hereof without obligation to notify any person of such
revision or changes.

Web registration is preferred. You can register your Vigor router via https://myvigor.draytek.com.

Due to the continuous evolution of DrayTek technology, all modems will be regularly upgraded. Please
consult the DrayTek web site for more information on newest firmware, tools and documents.

https://www.draytek.com
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|-1 Introduction

This is a generic International version of the user guide. Specification, compatibility and features vary
by region. For specific user guides suitable for your region or product, please contact local distributor.

[-1-1 LED Indicators and Connectors

Before you use the Vigor modem, please get acquainted with the LED indicators and connectors first.

I
WGy 4ER

‘ VIgOI’] 60 Series ‘

| ACT P1 P2 DSL |

ACT Off The system is not ready or is failed.

Blinking The system is ready and can work normally.
P1/P2 On A normal connection is through its

corresponding port.

Off LAN is disconnected.

Blinking Data is transmitting (sending/receiving).
DSL On xDSL connection synchronized.

Blinking xDSL connection is synchronizing.



° . m B
= 0N Factory
Pz P1 DSL

PWR mOFF Reset

PWR Connecter for a power adapter.
ON/OFF ON/OFF: Power switch.
Factory Reset Restore the default settings. Usage: Turn on the modem. Press

the button and keep it for more than 10 seconds. Then the
modem will restart with the factory default configuration.

P2-P1 Connecter for local networked devices.

DSL Connecter for accessing the Internet through xDSL.

@ Note

Remove the protective film from the router before use to ensure ventilation.



|-2 Hardware Installation

This section will guide you to install the Vigorl67 through a hardware connection and configure the
device's settings through the web browser.

Before starting to configure Vigorl67, you have to connect your devices correctly.

[-2-1 Network Connection

1.  Connect the DSL interface to the MODEM port of the external splitter with a DSL line cable.

A
LA MR /

2. Connect the LAN port to your computer with an RJ-45 cable.

(splitter)

3. Connect one end of the power adapter to the Power port of this device. Connect the other end to
the wall outlet of electricity.

4, Power on the modem.
5. Check the POWER, ACT, LAN, DSL, and INTERNET LEDs to assure network connections.

"o

"o

wel
—

Land line jack (POTS)

b~ pezza

Splitter :
or [
(Microfilter)

LINE MODEM

Y mam

=0N Factory
m.OFF Reset 2 P1 DSL

@ g

PC or Broadband Router

R

Power Adapter

(For the detailed information of LED status, please refer to section 2.)



[-2-2 Wall-Mounted Installation

1.  Drill the holes on the wall according to the recommended instruction.

2. Fit screws into the wall using the appropriate type of wall plug.

WALL

@ Note

The recommended drill diameter shall be 6.5mm (1/4").

3. When you finished the above procedure, the modem has been mounted on the wall firmly.



I-3 Accessing to Web User Interface

All functions and settings of this access point must be configured via the web user interface. Please
start your web browser (e.g., Firefox).

1. Make sure your PC connects to the Vigor router correctly.
2. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will open to ask

for a username and password. Pease type “admin/admin” on Username/Password and click
Login.

@ English

Username

admin

DrGYTek Passwaord

Vigor167

(D Note:

If you fail to access the web configuration, please go to “Trouble Shooting” for detecting and solving
your problem.



3. Now, the default Main Screen (based on Modem Mode) will be shown as follows.

1 DrayTek
DrayTek vione I ... B aain
Dashboard “Refrest
PORT STATUS SYSTEM
Operation Mode Ak DranyTek
= Configuration 14:4F%BCSECT 94
tem Uptime 0d0n 1m 32
B3 monitoring s — ————— d Oh 1m 323
| wire 524
¥, System Maintenance . . e | ‘ . -
: 1 Date/Time Thu an 18 11:23:14 CST 2024
W 10M100MADSL B VG VDSL s
L
LAN USAGE D5LINFORMATION
die
Marmne TX Packets RX Packets TX Bytes RX Byles
DsL
[LAM] LanT 1078 580 1.3M8 725 K8

5.12.29.0_A_AGOSD1

0d Oh Om 05

4.  The web page can be logged out by clicking Log Out on the top right of the web page. Or, logout
the web user interface according to the chosen condition. The default setting is Auto Logout,
which means the web configuration system will log out after 5 minutes without any operation.
Change the setting of auto-logout if you want.

DrayTek -
2021-01-11 20:46:13 By mn
Auto Logout off hd Auto LDgDUt off -~
VSTEM Set Password Set Passwd ; m:g
Two-factor Authentication ) omin L
evice Name Twao-facton 10min fion
AN MAC -oB Ot Log OFg

® Note:

For using the device properly, it is necessary for you to change the password of web configuration
for security and adjust primary basic settings.



I-5 Changing Password

1.
2.

Please change the password for the original security of the modem.

Go to System Maintenance page and choose Account & Permission. Click Edit to open the
modification page.

Aczount Rols Status Allow Lagin from WAN Last Lagh al

Enter the new login password on the fields of New Password and Confirm New Password.
Then click Apply to continue.

Now, the password has been changed. Next time, use the new password to access the Web User
Interface for this modem.

DrayTek

@ Note:

In this guide, many options will be displayed with a toggle.

Switch these two icons by click the mouse cursor on them.

O - means “Enable”.

- means “Disable”.



|-6 Dashboard

Dashboard shows port status, LAN status, system status, LAN/WAN Usage and DSL information.

Click Dashboard from the main menu on the left side of the main page.

Dashboard (C Refresh
PORT STATUS SYSTEM
Device Name DrayTek
LAN MAC 14:49:BC5E:CT7:94
M System Uptime 10d 23h 3m 15s

. \E - Firmware 52.4
L0

Build Date/Time
Thu Jan 18 11:23:14 CST 2024

3401
W 10M/ 100M/ ADSL 1G/ VDSL
Core Version r520
[ )
LAN USAGE
DSL INFORMATION
Name TX Packets RX Packets TX Bytes RX Bytes
Status Idle
[LAN] LAN1 120336 170560 42.7 MB 16.9 MB Mode sl
Profile
Annex
DSL Version 5.12.29.0_A_AB0901
Line Uptime 0d Oh Om 0s.
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lI-1 Operation Mode: Modem Mode

This page provides available modes for you to choose for different conditions. Choose the one (e.g.,
Modem Mode or Router Mode) you want. The system will configure the required settings automatically.

The default is Modem Mode.

7 Dashboard

= Configuration

naadem Mode .
>
B Monitoring » s
ter Mods et —

2, System Maintenance

Available settings are explained as follows:

Item Description

Modem Mode This mode allows wireless clients to connect to the access point and
exchange data with the devices connected to the wired network.

Router Mode The built-in DHCP server can assign different IPs to the devices
connecting to this router.

Click the Modem Mode radio button and then click Next to configure advanced settings.

Step 1: Set the System Time.

Operation Mode

Operation Mode Changing from Modem to Router

i o0 Yoo

Or,

10



Available settings are explained as follows:

Item

Set Time

When Automatically
with Time Server is
selected as Set Time

When Manually is
selected as Set Time

Next

Description

Determine the method (automatically or manually) to set the time.

Automatically with Time Server - Set the system time by retrieving
time information from the specified network time server using the
Network Time Protocol (NTP).

Manually - Set the system time using the time reported by the web
browser.

Time Zone - Select the time zone where the router is located.
Time Server - Enter the web site of the primary time server.

Interface - Renew the time through the selected WAN/LAN interface. If
Auto is selected, the Vigor system will renew the time through WAN or
LAN.

Daylight Saving - Enable Daylight Saving Time (DST) if it is applicable
to your location.

Time Zone - Select the time zone where the router is located.
Date - Use the drop-down calendar to specify correct date.

| 282t0te @ |

2021APR ~ < >

18 19 20 21 22 23 24

25 e 27 28 29 30

Time - Set the time by specifying hours, minutes, and seconds.

Synchronize with Browser - Click Sync now to sync the time setting
with the browser.

Get into the next setting page.

11



Step 2: Configure the settings for Internet connection.

Operation Mode

VD5L2 Setting

Available settings are explained as follows:

Item

Physical Interface

DSL Mode

Annex

VPI / VCI

Customer VLAN

Customer VLAN

Service VLAN

Description

General
Displays the physical interface used for the network connection.

Select the DSL connection mode.
Auto - The router will first attempt to connect using VDSL2, and will fall
back to ADSL# if VDSL2 is unavailable.

ADSL Setting
Specifies the modulation standard used for the ADSL connection.

Set values for Virtual Path Identifier(VPI) and Virtual Channel
Identifier(VCI).

Enabled - Switch the toggle to enable or disable the function. If
enabled, enter the values for the tag and priority.

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094.

Priority - Enter the packet priority number for such VLAN. The range is
from 0 to 7.

VDLS2 Setting

Enabled - Switch the toggle to enable or disable the function. If
enabled, enter the values for the tag and priority.

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094.

Priority - Enter the packet priority number for such VLAN. The range is
from 0 to 7.

Enabled - Switch the toggle to enable or disable the function. If
enabled, enter the values for the tag and priority.

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094.

Priority - Enter the packet priority number for such VLAN. The range is
from 0 to 7.

12



Back
Next

Return to previous setting page.

Get into the next setting page.

Step 3: Configure the LAN settings.

Operation Maode

Available settings are explained as follows:

Item

IP Address
Subnet Mask

DHCP Server
Primary DNS

Secondary DNS

Back
Next

Description
Network Configuration
This is the IP address of the router. (Default: 192.168.1.1).

The subnet mask, together with the IP Address field, indicates the
maximum number of clients allowed on the subnet. (Default:
255.255.255.0/ 24).

DHCP Server Configuration
The built-in DHCP server on the router is set to Off.

DNS servers are optional. It can be used when local services reach a
remote server by domain name via LAN interface.

Specify a DNS server IP address here.

Specify secondary DNS server IP address here because your ISP often
provides you more than one DNS Server.

Return to previous setting page.

Get into the next setting page.

13



Step 4: After finishing the configuration, click Apply & Reboot.

Operation Mode

(1) o (-] (4]

System Time Internet Connection LAN

Congratulations

Please reboot router to apply new operation mode settings.

Back Apply & Reboot

14

(G Refresh



lI-1-1 Physical Interface

Configure the general settings for LAN/WAN interface. Open Configuration >> Physical Interface.

Configuration / Physical interface

Setup the interface (C Refresh

Be. =& I

Routing
Objects W 10M/ 100M/ ADSL 1G/VDsL

Bd Monitoring

9, System Maintenance

DsL

Interface Function Siatus Modem Code

DsL WAN1 [ @) Default: 5.12.20.0 ~
Ethernet

Name Function Status Speed

P1 LAN [ @] Aute negotiation
F2 LAN [ @) Auto negotiatien ™

Available settings are explained as follows:

Item Description
DSL
Interface Displays the interface (DSL, ADSL or xDSL and etc.) used for WAN
connection.
Function Displays the WAN# of the WAN connection.
Status Switch the toggle to enable or disable the function.
Modem Code Use the default one. Consult your ISP to select the one matching the
country in which the router is installed.
Ethernet
Name Displays the interface (P1, P2) used for LAN connection.
Function Displays the LAN# of the LAN connection.
Status Switch the toggle to enable or disable the function.
Speed Set the LAN port speed capabilities:

15



Auto negotiation
10M half duplex
10M full duplex
100M half duplex

100M full duplex

Port speed capabilities:

Auto negotiation: Auto speed with all capabilities.
10M half duplex: Force speed with 10M ability.
10M full duplex: Force speed with 10M ability.
100M half duplex: Force speed with 100M ability.
100M full duplex: Force speed with 100M ability.

Selecting Auto (auto-negotiation) allows one port to negotiate with a
peer port automatically to obtain the connection speed and duplex
mode that both ends support. When auto-negotiation is turned on, a port
on the switch negotiates with the peer automatically to determine the
connection speed and duplex mode. If the peer port does not support
auto-negotiation or turns off this feature, the switch determines the
connection speed by detecting the signal on the cable and using half
duplex mode. When the switch’s auto-negotiation is turned off, a port
uses the pre-configured speed and duplex mode when making a
connection, thus requiring you to make sure that the settings of the peer
port are the same in order to connect.

16



11-1-2 WAN

When the operation mode is configured as Modem Mode, the Configuration>>WAN page will be
shown as the following page.

This page is to configure the general settings for WAN connection.

Configuraticn ( WAN

WAN Gonnections " Refresh

% Dasnboara

® Operation Mode Name EXERSA o i

WANT DEL

Physacal Indostice

B Manitonng

Ty, System Mainlenance

Available settings are explained as follows:

Item Description
Name Displays the name of the interface.
Physical Mode Displays the physical mode (e.g., ADSL, VDSL, and etc.) used by the

WAN interface.
Option Edit - Click to modify the interface name and physical mode.

To configure the detailed settings for the selected WAN interface, click the Edit link to the right side of
the WAN interface.

17



Configuration / WAN

WAN Connections

Mame

X
Physical Mode
Advanced Mode: C:F|
DsL o @)
m WAN1
DSL Mode Auto
ADSL Setting ~
Annex Auto
0
Wl 32
VDSL2 Setting ~

cancel m

Available settings are explained as follows:

Item

Show / Hide Advanced
Mode

Enabled
Name

DSL Mode

Annex

VPI

VvCi

Description

Click to show or hide the advanced settings for the WAN interface. The
advanced settings include Encapsulation and QoS.

Encapsulation - Encapsulating type of the ADSL connection.

RFC 1483 Bridged ~

RFC 1483 Bridged

RFC 1433 Routed

QoS - Be explained later.

Switch the toggle to enable or disable the function.
Displays current WAN interface.

Specify which DSL mode (e.g., VDSL2, ADSL2, ADSL2 multimode,
ADSL2+, T1.413, G.DMT) can be used for such WAN connection.

Auto - The system will choose the suitable one automatically.
ADSL Setting

Choose the correct modem version of the device, e.g., Annex A, Annex
B, Annex A/B/M, Annex A/B/] and etc.

Enter the value provided by ISP.

Enter the value provided by ISP.

18



Customer VLAN Enabled - Switch the toggle to enable or disable the function of VLAN
with tag. If enabled, enter the values for the tag and priority.

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094,

Priority - Enter the packet priority number for such VLAN. The range is
from 0 to 7.

VDSL2 Setting

Customer VLAN Switch the toggle to enable or disable the function of VLAN with tag. If
enabled, enter the values for the tag and priority.

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094.

Priority - Enter the packet priority number for such VLAN. The range is
from 0 to 7.

Service VLAN Switch the toggle to enable or disable the function of VLAN with tag. If
enabled, enter the values for the tag and priority.

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094.

Priority - Enter the packet priority number for such VLAN. The range is
from 0 to 7.

QoS

ATM QoS Configure the Quality of Service (QoS) of the ATM circuit.
Select a proper QoS type for the interface.

UBR Without PCR
UBR With PCR
CBR

nriVBR

vBR

UBR Without PCR- Unspecified Bit Rate.

UBR With PCR- Unspecified Bit Rate. Enter the value for PCR (Peak Cell
Rate, 0_5500) if select UBR With PCR.

CBR - Constant Bit Rate.

nrtVBR - Non-real-time Variable Bit Rate.
rtVBR - Real-time Variable Bit Rate.

Cancel Discard current settings and return to previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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lI-1-3 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by modem.

Open Configuration>>LAN to open the following page.

Configuration / LAN
¢# Dashboard LAN Networks

® Operation Mode
Name IP Address Subnet Mask Primary DNS Option

LANT 192.168.1.1 255.2585.055.0024
Physical Interface

WAN

Routing

Monitoring

¥, System Maintenance

Available settings are explained as follows:

Item Description

Name Displays the number of LAN interface.

IP Address Displays the IP address of the LAN interface.

Subnet Mask Displays the subnet mask of the LAN interface.

Primary DNS Displays the DNS server IP address.

Option Edit - Click to modify the name, IP address, and subnet mask settings.

To configure the detailed settings for the selected WAN interface, click the Edit link to the right side of
the LAN interface.
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Configuration / LAN

LAN Metworks

X
Name IP Address Subnet Mask 7 o
LAN1 192.168.1.1 255.255.255.0/24 o :

P Address 192.168.1.1

ubnet Mask 255.255.255.0/...

Available settings are explained as follows:

Item Description

Name Enter a brief comment for the LAN interface.

IP Address Enter the IP address of the LAN interface.

Subnet Mask Select a subnet mask of the LAN interface.

Primary DNS DNS servers are optional. It can be used when local services reach a

remote server by domain name via LAN interface.
Specify a DNS server IP address here.

Secondary DNS Specify secondary DNS server IP address here because your ISP often
provides you more than one DNS Server.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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lI-1-4 Routing

Static routing is an alternative to dynamic routing. It is a process that the system network administrator
can configure network routers with all the required information for packet forwarding.

Open Configuration >> Routing.

Configuration / Routing

% Dashboard IPv4 Static Route

®) Operation Mode + Add

MNama Enabled Dastination IP Addrass. Subnet Mask Intarface Gataway Option

Phiysical Interface
WaAN

LAN

Objecs

Bd Monitoring

LN e Mainlenanoe

To add a new IPv4 static route, click the +Add link to get the following page.

Configuration / Routing

O Reset

IPv4 Static Route

X
+ Add
Name Enabled Destination IP Address Name LAN1_Floor
Enabled (:)
Destination IP Address 0.0.0.1
Subnet Mask 255.255.255.2...
nterface [LAN] LANT v
Gateway 0.0.0.0

Cancel Apply

Available settings are explained as follows:

Item Description

Name Enter a name as the profile name.
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Enabled Switch the toggle to enable or disable the function.

Destination IP Enter the IP address as the destination IP address.

Address

Subnet Mask Select a subnet mask of this static route.

Interface Use the drop-down list to specify an interface for this static route.
Gateway Enter an IP address as the gateway.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[I-1-5 Objects

Time schedules can be created and used with router features that support them, so that those features
can be turned on and off automatically at preconfigured times.

Configuration / Objects

(% Dashboard Schedule

% Operation Mode

Mama  Enabled Stan Date Etart Tima (Hr: Min.) End Tima {Hr: Min.} Rapaat Usad In In Usa aption

Physical interface
WAN
LAN

Routing

B monitoring

2, System Maintenance

To add a new schedule profile, click the +Add link to get the following page.

23



Configuration / Objects

Schedule esel
X
Add
MName Enabled Start Date Start Time (Hr: Min_) End Tit Morning
o 2024-03-23 ]
Start Time (Hr: Min 08 ot 39
End Time (Hr: Min 10 ~ || 00
Repeat Once -~

Once
Daily
Weekly
Monthly

Cycle

Cancel

Available settings are explained as follows:

Item Description

Name Enter the name of the schedule profile.

Enabled Switch the toggle to enable or disable this schedule profile.

Start Date Select the date when the entry comes into effect.

Start Time Set the time when the schedule is triggered.

End Time Set the time for the schedule to be ended.

Repeat Once - The schedule is triggered once based on Date, Start Time and
End Time.
Daily - The schedule is triggered everyday based on Start Time and
End Time.

End Repeat - If enabled, the schedule will be triggered every day
till the date defined in the End Repeat Date.

End Repeat Date - The schedule will be ended on the specified
date.

Weekly - The schedule will be triggered, starting at the Start Time and
ending at the End Time, on the selected days of the week.

Every - Select the day for triggering the schedule.

End Repeat - If enabled, the schedule will be triggered every
week till the date defined in the End Repeat Date..

End Repeat Date - The schedule will be ended on the specified
date.

Monthly - The schedule will be triggered monthly based on the Date
setting. For example, choose 2022-04-27 as the date set. Later, this
schedule will be triggered on the 27th of every month.

End Repeat - If enabled, the schedule will be triggered every
month till the date defined in the End Repeat Date.

End Repeat Date - The schedule will be ended on the specified
date.

Cycle - Any action applied this schedule will be executed per several
days.
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Every (days) - Enter a number as cycle duration. Then, any action
applied this schedule will be executed per several days. For
example, “3" is set as cycle duration. That means, the action
applied this schedule will be executed every three days since the
date defined on the Start Date.

End Repeat - If enabled, the schedule will be triggered every
month till the date defined in the End Repeat Date.

End Repeat Date - The schedule will be ended on the specified

date.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[I-2 Operation Mode: Router Mode

Click the Router Mode and click Next to configure advanced settings.
Operation Mode

Operation Mode

Modem Mode (O - o= meees W -

(> Refresh

Vigor167 Router

Device
© Router Mode (7 Imternet s —
Vigor167 Device
Step 1: Set the System Time.
Operation Mode
[ 1] 2 3 4 (C Refresh
System Time nternet Connection A App! boof

Operation Mode Changing from Modem to Router

Time Zone (UTC) Greenwi...

Date 2021-01-01 a

Time 00 ~ 100 ~ |t oo ~
Synchronize with Browser Sync now

Or,
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Operation Mode

Systern Time

Operation Mode Changing from Modem to Router

Set Time Automatically with Time Server anuall ‘

me Zone (UTC) Greenwi... ™~

nterface Auto

me Serve pool.ntp.o

g

Available settings are explained as follows:

Item

Set Time

When Automatically
with Time Server is
selected as Set Time

When Manually is
selected as Set Time

Description

Determine the method (automatically or manually) to set the time.

Automatically with Time Server - Set the system time by retrieving
time information from the specified network time server using the
Network Time Protocol (NTP).

Manually - Set the system time using the time reported by the web
browser.

Time Zone - Select the time zone where the router is located.
Time Server - Enter the web site of the primary time server.

Interface - Renew the time through the selected WAN/LAN interface. If
Auto is selected, the Vigor system will renew the time through WAN or
LAN.

Daylight Saving - Enable Daylight Saving Time (DST) if it is applicable
to your location.

Time Zone - Select the time zone where the router is located.

Date - Use the drop-down calendar to specify correct date.

I_guz 1-04-26 @ |
2021APR = < >
A 12
4 & 7 )10
o120 13 7

18 19 20 21 22 23 24

25 '9' 27 28 29 30

Time - Set the time by specifying hours, minutes, and seconds.

Synchronize with Browser - Click Sync now to sync the time setting
with the browser.
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Next

Get into the next setting page.

Step 2: Configure the settings for Internet connection.

Operation Mode

Operation Mode Changing from Modem to Router

General

ADSL Setting

VDSL2 Setting

o [N

DsL

Auto

Auto

32

- (G Refresh

Available settings are explained as follows:

Item

Physical Interface

DSL Mode

Annex

VPI / VCI

Customer VLAN

Customer VLAN

Description

General
Displays the physical interface used for the network connection.

Select the DSL connection mode.
Auto - The router will first attempt to connect using VDSL2, and will fall
back to ADSL# if VDSL2 is unavailable.

ADSL Setting
Specifies the modulation standard used for the ADSL connection.

Set values for Virtual Path Identifier(VPI) and Virtual Channel
Identifier(VCI).

Enabled - Switch the toggle to enable or disable the function. If
enabled, enter the values for the tag and priority.

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094.

Priority - Enter the packet priority number for such VLAN. The range is
from0to 7.

VDLS2 Setting

Enabled - Switch the toggle to enable or disable the function. If
enabled, enter the values for the tag and priority.

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094.

Priority - Enter the packet priority number for such VLAN. The range is
from 0 to 7.
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Service VLAN

IPv4 Connection Type

Username

Password

IP Address

Subnet Mask

Gateway IP

IPv4 Primary Server
IPv4 Secondary Server
Back

Next

Enabled - Switch the toggle to enable or disable the function. If
enabled, enter the values for the tag and priority.

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094,

Priority - Enter the packet priority number for such VLAN. The range is
from 0 to 7.

IPv4
Specify the Internet Access Type (PPPoE, PPPoA, Static IP, DHCP).
Enter the username provided by the ISP if PPPOE / PPPoA is selected as

IPv4 Connection Type.

Enter the password provided by the ISP if PPPOE / PPPOA is selected as
IPv4 Connection Type.

Enter the WAN IP address of the router if Static IP is selected as IPv4
Connection Type.

Enter the subnet mask of the router if Static IP is selected as IPv4
Connection Type.

Enter the IP address of the remote gateway if Static IP is selected as IPv4
Connection Type.

Specify DNS
Enter the IP address of the primary DNS server.
Enter the IP address of the secondary DNS server.
Return to previous setting page.

Get into the next setting page.

Step 3: Configure the LAN settings.

Operation Mode

System Time

Operation Mode Changing from Modem to Router

Network Configuration

255.255.255.0/...

DHCP Server Configuration

o [EEH

192.168.1.1

Available settings are explained as follows:

Item

Description
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Usage
IP Address
Subnet Mask

DHCP Server

Start IP Address

IP Pool Counts

Gateway IP Address

Lease Time

Primary DNS

Secondary DNS

Interface for 1st DHCP
Server

1st DHCP Server IP
Address

Interface for 2nd
DHCP Server

2nd DHCP Server IP
Address

Back
Next

Network Configuration
The current is for NAT.
This is the IP address of the router. (Default: 192.168.1.1).

The subnet mask, together with the IP Address field, indicates the
maximum number of clients allowed on the subnet. (Default:
255.255.255.0/ 24).

DHCP Server Configuration

DHCP stands for Dynamic Host Configuration Protocol. The router by
factory default acts a DHCP server for your network so it automatically
dispatches related IP settings to any local user configured as a DHCP
client. It is highly recommended that you leave the router enabled as a
DHCP server if you do not have a DHCP server for your network.

If you want to use another DHCP server in the network other than the
Vigor Router’s, you can let Relay Agent help you to redirect the DHCP
request to the specified location.

On - Enables the built-in DHCP server on the router.

Off - Disables the built-in DHCP server on the router.

Relay - When selected, all DHCP requests are forwarded to a DHCP
server outside of the LAN subnet, and whose address is specified in the
DHCP Server IP Address field.

It is available when the DHCP server is on.

The beginning LAN IP address that is given out to LAN DHCP clients.

It is available when the DHCP server is on.

The maximum number of IP addresses to be handed out by DHCP. The
default value is 100. Valid range is between 1 and 253. The actual
number of IP addresses available for assignment is the IP Pool Counts, or
253 minus the last octet of the Start IP Address, whichever is smaller.

The IP address of the gateway, which is the host on the LAN that relays
all traffic coming into and going out of the LAN.

It is available when the DHCP server is on.

The maximum duration DHCP-issued IP addresses can be used before
they have to be renewed.

It is available when the DHCP server is on.

Specify a DNS server IP address.

It is available when the DHCP server is on/Relay.

Specify secondary DNS server IP address here because your ISP often
provides you more than one DNS Server.

It is available when the DHCP server is on/Relay.

It is available when the DHCP server is set as Relay.
Specify a WAN interface for the first DHCP Server.

It is available when the DHCP server is set as Relay.

Enter the IP Address of the DHCP server to which DHCP requests from
LAN clients are forwarded.

It is available when the DHCP server is set as Relay.

The secondary DHCP server is an optional setting. If required, specify a
WAN interface for the second DHCP Server as a backup server.

It is available when the DHCP server is set as Relay.

Enter the IP Address of the DHCP server to which DHCP requests from
LAN clients are forwarded.

Return to previous setting page.

Get into the next setting page.

Step 4: After finishing the configuration, click Apply & Reboot.
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Operation Mode

[ 1] [} (5] (4} (C Refresh

em Time nternet Connection LAN

Congratulations

Please reboot router to apply new operation mode settings.

Back Apply & Reboot

The Main Screen based on Router Mode will be shown as follows.

DrayTek vene ciang ) o
Dashboard sh
PORT STATUS SYSTEM
DrayTek
pam——— System Uptime 0d 0h 3m 365
rT 1 Finmiar s24
@®.
Utility Thu jan 18 11:23:14 5T 2024
dem b
M B 10M/ 10080 ADSL I 167 VDSL
3z
L]
LAN STATUS
DSL INFORMATION
S
e — Idle
Name P Address Subrel Mask DHCP  Primary DNS Secondsry DNS Moad DsL
[LAN] LANT a2, 1468, 255.255.255.0 off Prafile -
5.1229.0_B_AS0901
WAN STATUS
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lI-2-1 Physical Interface

Configure the general settings for LAN/WAN interface. Open Configuration >> Physical Interface.

i
He. &

W 10M/ 100M/ ADSL 1G/VDSL

Ethernet

Name Function Status Spesd

=1 LAN

Available settings are explained as follows:

Item Description
DSL
Interface Displays the interface (DSL, ADSL or xDSL and etc.) used for WAN
connection.
Function Displays the WAN# of the WAN connection.
Status Switch the toggle to enable or disable the function.
Modem Code Use the default one. Consult your ISP to select the one matching the

country in which the router is installed.

Modem Code
Default: 5.12.24.0™

Default: 5.12.24.0

5121816
5.12.235
Ethernet
Name Displays the interface (P1, P2) used for LAN connection.
Function Displays the LAN# of the LAN connection.
Status Switch the toggle to enable or disable the function.
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Speed Set the LAN port speed capabilities:

Auto negotiation
10M half duplex
10M full duplex
100M half duplex

100M full duplex

Port speed capabilities:

Auto negotiation: Auto speed with all capabilities.
10M half duplex: Force speed with 10M ability.
10M full duplex: Force speed with 10M ability.
100M half duplex: Force speed with 100M ability.
100M full duplex: Force speed with 100M ability.

Selecting Auto (auto-negotiation) allows one port to negotiate with a
peer port automatically to obtain the connection speed and duplex
mode that both ends support. When auto-negotiation is turned on, a port
on the switch negotiates with the peer automatically to determine the
connection speed and duplex mode. If the peer port does not support
auto-negotiation or turns off this feature, the switch determines the
connection speed by detecting the signal on the cable and using half
duplex mode. When the switch’s auto-negotiation is turned off, a port
uses the pre-configured speed and duplex mode when making a
connection, thus requiring you to make sure that the settings of the peer
port are the same in order to connect.
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11-2-2 WAN

When the operation mode is configured as Router Mode, the Configuration>>WAN page will be
shown as follows.

lI-2-2-1 WAN Connections
This page is to configure the general settings for WAN connection.

Configuration / WAN

# Dashboard

/AN Connections
W) Operation Mode WAN Connectio

Name Enabled Physical Interface 1Pvd Connection Type Pvd Address IPvE Connecion Type Link Local Address Opticn
Phiysical interface

1 WA Enabled 05 [ ERo
LAN

Routing

NAT

1GMP

Objects

Certificates

Bd Monitoring

B8 utiliny

1, System Maintenance

Available settings are explained as follows:

Item Description

Name Displays the name of the interface.

Enabled Displays if the WAN connection is enabled or disabled.

Physical Interface Displays the physical mode (e.g., ADSL, VDSL, and etc.) used by the

WAN interface.
IPv4 Connection Type  Displays the connection type (e.g., PPPoE, DHCP, and etc.).
IPv4 Address Displays the IP address used by the WAN interface.
IPv6 Connection Type  Displays the connection type (e.g., PPPoE, DHCP, and etc.).
Link Local Address Displays ink local address.

Option Edit - Click to modify the interface name and physical mode.

To configure the detailed settings for the selected WAN interface, click the Edit link to the right side of
the WAN interface.
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Configuration / WAN

WAN Connections Virtual WAN Dynamic DNS (C Refresh

ADSL Setting

X

Advanced Mode: ON

Available settings are explained as follows:

Item

Show / Hide Advanced
Mode

Name
Enabled

Schedule

DSL Mode

IP Version

Annex

VPI
VvCi

Customer VLAN

Encapsulation

Description

Click to show or hide the advanced settings for the WAN interface.

Displays current WAN interface.
Switch the toggle to enable or disable the function.

Vigor router can perform the port triggering all the time or on a certain
date and time.

Always On - The function of port triggering is running all the time.

Scheduled On - The function of port triggering is activated based on
the schedule profile.

General Setup

Specify which DSL mode (e.g., VDSL2, ADSL2, ADSL2 multimode,
ADSL2+, T1.413, G.DMT) can be used for such WAN connection.

Auto - The system will choose the suitable one automatically.
Set the protocol (IPv4 or IPv6 or both) that this WAN interface used.

ADSL Setting

Choose the correct modem version of the device, e.g., Annex A, Annex
B, Annex A/B/M, Annex A/B/) and etc.

Enter the value provided by ISP.
Enter the value provided by ISP.

Click to enable the function of VLAN with tag. If enabled,

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094.

Priority - Enter the packet priority number for such VLAN. The range is
from 0 to 7.

Encapsulating type of the ADSL connection.
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Multiplexing

Customer VLAN

Service VLAN

IPv4 Connection Type

Username/Password

IP Address

Subnet Mask

Gateway IP

Specify DNS

Mode

TTL

Encapsulating type of the ADSL connection.

Available values are LLC (Logical Link Control) and VC-Mux (Virtual
Circuit Multiplexing). Contact your ISP for the correct encapsulating

type.
VDSL2 Setting

Click to enable the function of VLAN with tag. If enabled,

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094.

Priority - Enter the packet priority number for such VLAN. The range is
from 0 to 7.
Click to enable the function of VLAN with tag. If enabled, for what?

Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094,

Priority - Enter the packet priority number for such VLAN. The range is
from O to 7.
IPv4

There are four types:
PPPoE
PPPoA
DHCP
Static IP

It is available when PPPOE/PPPOA is selected as IPv4 Connection Type.
Enter the username and password as the primary user account for
network connection.

It means the WAN IP address assigned by the ISP.

It is available when Static IP is selected as IPv4 Connection Type.

It means the WAN subnet mask.
It is available when Static IP is selected as IPv4 Connection Type.

It means the IP address of the WAN Gateway.
It is available when Static IP is selected as IPv4 Connection Type.

Switch the toggle to enable/disable the function.
IPv4 Primary IP Address - Enter the primary IP address for the router
IPv4 Secondary IP Address - If necessary, Enter secondary IP address
for necessity in the future.

WAN Connection Detection

Configures how the WAN connection is monitored.

Choose Always On, ARP Detect or Ping Detect for the system to
execute for WAN detection.

ARP Detect - The router broadcasts an ARP request every 5 seconds. If
no response is received within 30 seconds, the WAN connection is
deemed to have failed.

Ping Detect - The router sends an ICMP (Internet Control Message
Protocol) echo request every second to the host, whose address is
specified in the Ping IP field, to verify the WAN connection. If the remote
host does not respond within 30 seconds, the WAN connection is
deemed to have failed.

If you choose Ping Detect as the detection mode, you have to enter
required settings for the following items.

It is available when Ping Detect is selected as WAN Connection
Detection Mode.

Time To Live, the maximum allowed number of hops to the ping
destination. Valid values range from 1 to 255.
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Ping Interval

Ping Retry

To Wired LAN

It is available when Ping Detect is selected as WAN Connection
Detection Mode.

Enter the interval for the system to execute the PING operation.
It is available when Ping Detect is selected as WAN Connection
Detection Mode.
Enter the number of times that the system is allowed to execute the
PING operation before WAN disconnection is judged.

PPPoE Pass-through

It is available when PPPOE/PPPOA is selected as IPv4 Connection Type.

Switch the toggle to enable or disable the function. If enabled, the wired
LAN clients can initiate PPPoE dial-up connections to the WAN.

The router offers PPPoE dial-up connection. Besides, you also can
establish the PPPoE connection directly from local clients to your ISP via
the Vigor router. When PPPoA protocol is selected, the PPPoE package
transmitted by PC will be transformed into PPPoA package and sent to
WAN server. Thus, the PC can access Internet through such direction.

Options under the Advanced Mode

ADSL Setting

ATM QoS

Service Name
(Optional)

IPv4 -

Below shows the additional options for ADSL Setting:
Encapsulation - Encapsulating type of the ADSL connection.

RFC 1483 Bridged ™

RFC 1483 Routed

Multiplexing - Encapsulating type of the ADSL connection. Available
values are LLC (Logical Link Control) and VC-Mux (Virtual Circuit
Multiplexing). Contact your ISP for the correct encapsulating type.

QoS

Configure the Quality of Service (QoS) of the ATM circuit.
Select a proper QoS type for the interface.

UBR Without PCR
UBR With PCR
CBR

nrivBR

vBR

UBR Without PCR- Unspecified Bit Rate.

UBR With PCR- Unspecified Bit Rate. Enter the value for PCR (Peak Cell
Rate, 0_5500) if select UBR With PCR.

CBR - Constant Bit Rate.

nrtVBR - Non-real-time Variable Bit Rate.
rtVBR - Real-time Variable Bit Rate.

Below shows the additional options for IPv4 Setting:
It is available when PPPoA/PPPoE is selected as IPv4 Connection Type.

Sets the PPP service name tag. Required by some ISPs. Leave blank
unless instructed otherwise by your ISP.
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Fallback Account

Separate Account for
ADSL

PPP Authentication

IP Assignment

IP Alias

MTU

Mode

Cancel

Apply

It is available when PPPoA/PPPOE is selected as IPv4 Connection Type.
Switch the toggle to enable or disable the function.

Once the primary user account fails to set a network connection, use the
fallback account instead.

Username - Enter a string as a username of the fallback account.
Password - Enter a string as the password.

It is available when PPPoA/PPPOE is selected as IPv4 Connection Type.

In default, WAN1 supports VDSL2/ADSL and uses the same PPPoE
account and password for connection. If ADSL mode requires a separate
user name and password, enable this function and fill out the Username
and Password fields below.

Switch the toggle to enable or disable the function.
Username - Enter a string as the username.
Password - Enter a string as the password.

It is available when PPPoA/PPPoE is selected as IPv4 Connection Type.
It means the protocol used for PPP authentication.

Both PAP and CHAP (Challenge-Handshake Authentication Protocol) can
be used for PPP authentication. Router negotiates with the PPTP or L2TP
server to determine which protocol to use.

It is available when PPPoA/PPPOE is selected as IPv4 Connection Type.
DHCP - WAN IP address is dynamically allocated.
Static IP - ISP has assigned a fixed WAN IP address.

IP Address - Enter the IP address offered by your ISP.

+Add - Click to enter multiple WAN IPv4 addresses assigned by your
ISP.

MTU
Maximum Transmission Unit, the size of the largest packet, in bytes,
that can be transmitted to the WAN. The maximum value is 1500. For

PPPoE connections, there is always an 8-byte overhead, so the
maximum valid MTU value for PPPoOE is 1492.

WAN MAC Address

Default - Use the default MAC address for the WAN Ethernet port.

Customized - Select this option if your ISP authenticates by MAC
addresses.

MAC - Specify a MAC address for the WAN Ethernet port.

Discard current settings and return to previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[I-2-2-2 Virtual WAN

Up to five virtual WAN profiles can be set for applying to different applications.

Each profile can be specified with ATM QoS, VLAN, and binding interfaces according to the requirement
of the practical network environment.

Configuration / WaN

_ WaN Connections  Virual WAN  Dynamic DNS
(¥ Dashboard il
® Operation Mode YNEHE WA
Name Enabled Pest Bridge P4 Connection Type Option

Physical interface

LAN

Routing

NAT

IGMP

Objects

Certificates
(g Security

B2 Monioring

88 Lility

LS Malntenance

To add a new virtual WAN, click the +Add link to get the following page.

Configuration / WAN
WAN Connections  Virtual WAN Dynamic DNS O Reset (Refresh
x

Advanced Mode: OFF ‘

Name WAN1_for_test

Enabled [ @)

General ~

Physical Interface DsL

ADSL Setting v

VeI 0

vC 32

Customer VLAN

VDSL2 Setting > -

Available settings are explained as follows:

Item Description

Show / Hide Advanced Click to show or hide the advanced settings for virtual WAN.
Mode

Name Enter a name as the profile name.

Enabled Switch the toggle to enable or disable the function.

39



General
Physical Interface Displays the WAN type (e.g., DSL) of the physical interface.

ADSL Setting VPI - Enter the value provided by ISP.
VCI - Enter the value provided by ISP.

Customer VLAN - Click to enable the function of VLAN with tag. If
enabled,

Tag - Enter the value as the VLAN ID number. The range is from 0
to 4094.

Priority - Enter the packet priority number for such VLAN. The
range is from 0 to 7.

VDSL2 Setting Tag - Enter the value as the VLAN ID number. The range is from 0 to
4094.
Priority - Enter the packet priority number for such VLAN. The range is
from 0 to 7.

Port-Based Bridge

Port Bridge Switch the toggle to enable or disable the function.
Binding Interface - Click +Add to add an interface for binding.
IPv4
Enabled Switch the toggle to enable or disable the function.

IPv4 Connection Type  There are four types for network connection:
PPPoE
PPPoA
DHCP
Static IP

Username/Password It is available when PPPoE/PPPOA is selected as IPv4 Connection Type.

IP Address It means the WAN IP address assigned by the ISP.
It is available when Static IP is selected as IPv4 Connection Type.

Subnet Mask It means the WAN subnet mask.
It is available when Static IP is selected as IPv4 Connection Type.

Gateway IP It means the IP address of the WAN Gateway.
It is available when Static IP is selected as IPv4 Connection Type.

Options under the Advanced Mode

ADSL Setting Below shows the additional options for ADSL Setting:
Encapsulation - Encapsulating type of the ADSL connection.

RFC 1483 Bridged ~

RFC 1483 Routed

Multiplexing - Encapsulating type of the ADSL connection. Available
values are LLC (Logical Link Control) and VC-Mux (Virtual Circuit
Multiplexing). Contact your ISP for the correct encapsulating type.

QoS
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ATM QoS Configure the Quality of Service (QoS) of the ATM circuit.
Select a proper QoS type for the interface.

UBR Without PCR
UBR With PCR
CBR

nrivBR

iVBR

UBR Without PCR- Unspecified Bit Rate.

UBR With PCR- Unspecified Bit Rate. Enter the value for PCR (Peak Cell
Rate, 0_5500) if select UBR With PCR.

CBR - Constant Bit Rate.

nrtVBR - Non-real-time Variable Bit Rate.
rtVBR - Real-time Variable Bit Rate.

Cancel Discard current settings and return to previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[I-2-2-3 Dynamic DNS

Most ISPs assigns dynamic WAN I[P addresses to their customers. Dynamic IP addresses presents
challenges to users who would like to accept remote connections to their LANs from the Internet, as
service could be disrupted due to the IP address changing without notice. By setting up service with a
Dynamic DNS (DDNS) provider, and configuring Dynamic DNS updates on the Vigor router, you can
have reliable access to your network by means of an easy-to-remember domain address that resolves
to the most current WAN IP address.

The Vigor router supports a wide range of DDNS providers. Please contact the DDNS provider of your
choice to set up service before configuring DDNS on the router.

Configuration / WAN

(% Dashboard
) Operstion Made Dynamic DNS
Physical imerface Name Enabled Saervice Provider Domaln Nams Enabla ACME Clhent
IGMP
Objecs
Cenificates
@ Security
B Monitoring
Utillty
t{.‘ .q','“l'l'ﬂ Maintenance
Item Description
Reset Click to clear all profiles to factory settings.
+Add Click to bring up the configuration page of the DDNS profile (max. 6).

41



Force Update

Click to connect immediately to DDNS servers to update IP address
information.

To add a new DDNS profile, click the +Add link to get the following page.

Configuration / WAN

WAN Connections Virtual WAN

drayddns.com

Let's Encrypt Certificate

Cancel

Available settings are explained as follows:

Item

Name
Enabled

Service Provider

If DrayDDNS is
selected as Service
Provider

If NO-IP is selected as
Service Provider

If User-Defined is
selected as Service
Provider

Description

Enter a name as the profile name.
Switch the toggle to enable or disable the function.

Select the DDNS provider. If your DDNS provider is not listed, select
User-Defined and manually configure the profile.

DrayDDNS
NO-IP
User-Defined

Service Status - Click Activate to activate the service.
Expire Date - Display the expired date of the service.
Domain Name - Display the domain and sub-domain to be updated.

Domain Name - The domain and sub-domain to be updated.
Account Name - Enter the login name of the DDNS account.
Password - Enter the password of the DDNS account.

Provider Host URL - Enter the IP address or the domain name of the
host which provides related service.

Service API - Enter the IP address or the domain name of the host
which provides related service.

Server Response - Enter any text that you want to receive from the
DDNS server.

Account Name - Enter the login name of the DDNS account.
Password - Enter the password of the DDNS account.
Auth Type - Two types can be used for authentication.

Basic - Username and password defined later can be shown from
the packets captured.
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URL - Username and password defined later can be shown in URL.

Let's Encrypt Display the information related to Let's Encrypt certificate.
Certificate Activate - Click it to generate a certificate issued by Let’s Encrypt for
applying to such DDNS account.

More settings

Update DDNS with If a Vigor router is installed behind any NAT router, you can enable such
function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this function can
detect the public IP used by the NAT router and use the detected IP
address for DDNS update.

There are two methods offered for you to choose:

WAN IP - The IP address of the router’'s WAN interface will be
used.

Internet IP - The real public IP address will be used. Select this
option if the IP address assigned to the router’'s WAN interface is
not the actual external IP address.

Auto Update Interval The frequency, in minutes, at which the router connects to DDNS
servers to update IP address information.

The default is 14400.

Cancel Discard current settings and return to previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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l1-2-3 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by modem.

[[-2-3-1 LAN Networks

To configure the general settings the LAN network, select Configuration>>LAN to open the following

Configuration / LAN
Bind [P 1o MAC DHCP Options

(% Dashboard
= LAN MNetworks
®) Operation Maoxde

Name 1Pvd Address. Subnat Mask 1Pvd DHCP Server Primary DNS P Assignmant Router IPvE Addrass Table Option

Piyysical Interface
LANY 192.168.1.1 255.255.255.0¢24 off Stateless [feB0:1 S4boifle5eTo/64]

WAN

Routing
NAT
GMme
Objects

Certificates

%y, System Maintenance

Available settings are explained as follows:

Item Description

Name Displays the number of LAN interface.

IP Address Displays the IP address of the LAN interface.

Subnet Mask Displays the subnet mask of the LAN interface.

Option Edit - Click to modify the name, IP address, and subnet mask settings.

To configure the detailed settings for the selected WAN interface, click the Edit link to the right side of
the LAN interface.
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Configuration / LAN

LAN Networks Bind IP to MAC DHCP Options

General Setup

1Pvd v

DHCP Server Configuration

Pvd DHCP Serve [ o M ooy |

Cancel

Available settings are explained as follows:

Item Description
Advanced Mode: Click to show or hide the advanced settings for LAN.
ON/OFF
Name Display the name for identification. Change the name if required.
General Setup
IPv4 Display the status (enable/disable) of the profile.
Usage Display current IP forwarding method.
IPv6 Switch the toggle to configure / ignore the IPv6 settings.
IPv4
IP Address Enter the IP address of the LAN interface.

Subnet Mask

IPv4 DHCP Server

Select a subnet mask of the LAN interface.
DHCP Server Configuration

LAN1 is configured with DHCP in default.

DHCP stands for Dynamic Host Configuration Protocol. The router by
factory default acts a DHCP server for your network so it automatically
dispatches related IP settings to any local user configured as a DHCP
client. It is highly recommended that you leave the router enabled as a
DHCP server if you do not have a DHCP server for your network.

If you want to use another DHCP server in the network other than the
Vigor Router’s, you can let Relay Agent help you to redirect the DHCP
request to the specified location.

On - Enables the built-in DHCP server on the router.
Off - Disables the built-in DHCP server on the router.

Relay - When selected, all DHCP requests are forwarded to a DHCP
server outside of the LAN subnet, and whose address is specified in the
DHCP Server IP Address field.
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If On is selected as
DHCP Server

If Relay is selected as
DHCP Server

If Relay is selected as
DHCP Server

Force DNS Redirection

Virtual Interface

Start IP Address - The beginning LAN IP address that is given out to
LAN DHCP clients.

IP Pool Counts - The maximum number of IP addresses to be handed
out by DHCP. The default value is 100. Valid range is between 1 and 253.

Gateway IP Address - The IP address of the gateway, which is the host
on the LAN that relays all traffic coming into and going out of the LAN.
The gateway is normally the router.

Lease Time - The maximum duration DHCP-issued IP addresses can be
used before they have to be renewed.

Primary DNS - DNS stands for Domain Name System. Every Internet
host must have a unique IP address, also they may have a
human-friendly, easy to remember name such as www.yahoo.com. The
DNS server converts the user-friendly name into its equivalent IP
address.

Secondary DNS - You can specify secondary DNS server IP address
here because your ISP often provides you more than one DNS Server.

When selected, all DHCP requests are forwarded to a DHCP server
outside of the LAN subnet, and whose address is specified in the DHCP
Server IP Address field.

Interface for 1st DHCP Server - Specify a WAN interface for the first
DHCP Server.

1st DHCP Server IP Address - Enter the IP Address of the DHCP server
to which DHCP requests from LAN clients are forwarded.

Interface for 2nd DHCP Server - The secondary DHCP server is an
optional setting. If required, specify a WAN interface for the second
DHCP Server as a backup server.

2nd DHCP Server IP Address - Enter the IP Address of the DHCP
server to which DHCP requests from LAN clients are forwarded.

When selected, all DHCP requests are forwarded to a DHCP server
outside of the LAN subnet, and whose address is specified in the DHCP
Server IP Address field.

Primary DNS - DNS stands for Domain Name System. Every Internet
host must have a unique IP address, also they may have a
human-friendly, easy to remember name such as www.yahoo.com. The
DNS server converts the user-friendly name into its equivalent IP
address.

You must specify a DNS server IP address here because your ISP should
provide you with usually more than one DNS Server.

Secondary DNS - You can specify secondary DNS server IP address
here because your ISP often provides you more than one DNS Server.

Primary DHCP Server Interface - Use the drop-down list to choose a
WAN interface for the first DHCP Server.

Primary DHCP Server IP Address - Enter the IP Address of the DHCP
server to which DHCP requests from LAN clients are forwarded.

Secondary DHCP Server Interface - Use the drop-down list to choose
a WAN interface for the second DHCP Server.

Secondary DHCP Server IP Address - Enter the IP Address of the
DHCP server to which DHCP requests from LAN clients are forwarded.
IPv6 - More settings

Switch the toggle to enable or disable the function.

It allows all outgoing DNS lookups to be intercepted and redirected to
the router's built-in DNS server, improving the domain lookup
performance by caching DNS queries and results.

Switch the toggle to enable or disable the function.

The virtual interface is a routing interface that can be used for routing
packets to specified domain.

IP Address - Enter an IP address.
Subnet Mask - Select a subnet mask.
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After configuring this option, set a Bind IP to MAC profile (based on the IP
address and subnet mask set above) or specify a static IP for the clients.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

lI-2-3-2 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control in network.

With the Bind IP to MAC feature you can reserve LAN IP addresses for LAN clients. Each reserved IP
address is associated with a Media Access Control (MAC) address.

DHCP Options
% Dashboard Sl

_ Bind IP to MAC
& Operation Mode

Comment MAC Address 1P Addrnas Option

B Maonitoring

B8 uniity

¥y Systern Maintenance

To add a new profile, click the +Add link to get the following page.

DHCP Options

Comment MAC Accress.

Available settings are explained as follows:

Item Description
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Comment Enter a brief comment to identify this IP Address - MAC Address pair.

MAC Address Enter the MAC address of the LAN client’s network interface.
IP Address Enter the IP address to be associated with a MAC address.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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lI-2-3-3 DHCP Options

DHCP packets can be processed by adding option number and data information when such function is
enabled and configured.

Configuration / LAN

LAN Networks Bind IP to MAC
%) Dashboard

DHCP Options
® Operation Mode P

Phiysical Interface Option Mumber Date Type Data oatien

WAN

Routing
NAT
GMP
Objects

Certificates

2 Security

B Monitoring

B unility

%, System Malntenance

To add an option, click the +Add link to get the following page.

Conflguration / LAN
LAN Networks Bind 1P 1o MAC

DHCP Options x

Opbon Number Date Tye ASEH Characiar

Note:

Available settings are explained as follows:

Item Description

Option Number Enter a number for this function.

Data Type Choose the type (ASCII or Hex or Address List) for the data to be stored.
Data Enter the data in the Data field based on the data type selected.

ASCII Character - A text string. Example: /path.

Hexadecimal Digital - A hexadecimal string. Valid characters are from
0 to 9 and from a to f. Example: 2f70617468.
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Address List - One or more IPv4 addresses, delimited by commas.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

lI-2-4 Routing

Through the IP address and interface configuration, a route policy can be used to configure any routing
rules to fit actual requests.

The packets will be directed to the specified interface if they match one of the routing policies.

The router offers IPv4 and IPv6 for you to configure the static route. Both protocols bring different web
pages.

Open Configuration >> Routing.

lI-2-4-1 IPv4 Static Route

Static routing is an alternative to dynamic routing. It is a process that the system network administrator
can configure network routers with all the required information for packet forwarding.

Configuration / ReUting

@ Dashboard Pvb Static Route  AIP

1P Static Route
W Operation Mode S abute

Physical Interfate Nams Enatisd Dastination IP Addrass. Swbnet Mask Imarface Gateway

WAN

NAT
GMP
Objects

Centificates

Q) Security

Bd maonitoring
BR utiliny

%, System Maintenance

To add a new IPv4 static route, click the +Add link to get the following page.
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Configuration / Routing
Pv4 Static Route  IPv6 Static Route  RIP ) Reset
IPv4 Static Route X

Add ame Routing_4_1

Name Enabled Destination IP Address Sut ()

Cancel

Available settings are explained as follows:

Item Description

Name Enter a name as the profile name.

Enabled Switch the toggle to enable or disable the function.

Destination IP Enter the IP address as the destination IP address.

Address

Subnet Mask Select a subnet mask of this static route.

Interface Use the drop-down list to specify an interface for this static route.
Gateway Enter an IP address as the gateway.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[I-2-4-2 |Pv6 Static Route

Static routing is an alternative to dynamic routing. It is a process that the system network administrator
can configure network routers with all the required information for packet forwarding.

Configuration / Routing
1Pv4 SLatic Route il L
(% Dashbaard s

|PvE Static Route

HKame Enablod Destination Predix Longth Gateway IPvE Address. Intarface Option

1GMP
Objects

Certificates

& Security

B monitoring

B wility

2, System Maintenance

To add a new IPv4 static route, click the +Add link to get the following page.

Configuration / Routing

IPv4 Static Route  IPv6 c Route RIP {0 Reset
IPv6 Static Route X
+ Add Name Routing 6_1
Name Enabled Destination Prefix Length Enabled ()
Destination abcd:1234:
Prefix Length 64
Gateway IPv6 Address abcd:5566::
nterface [WAN] WANT ~

Cancel Apply

Available settings are explained as follows:

Item Description

Name Enter a name as the profile name.

Enabled Switch the toggle to enable or disable the function.
Destination Enter the IPv6 address as the destination IP address.
Prefix Length Enter the fixed value for prefix length.
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Gateway
Interface

Cancel

Apply

Enter an IPv6 address as the gateway.
Use the drop-down list to specify an interface for this static route.
Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

I1-2-4-3 RIP

If enabling the RIP feature, the router will attempt to exchange routing information with neighboring
routers using the Routing Information Protocol.

The Routing Information Protocol (RIP) is the most popular interior routing protocol used by a router.

% Dashboard

%) Operation Mode

Physical Interface
WAN

LAN

B3 Monttoring

B8 uriliny

@, System Maintenance

Configuration f Routing

Interface

Available settings are explained as follows:

Item
Enabled

RIP Version
Enabled Networks

Update Timer

Timeout Timer

Garbage Timer

Connected

Description

When Enabled, the router will attempt to exchange routing information
with neighbouring routers using the Routing Information Protocol.

Specify the version number (V1/V2) for RIP protocol.
+Add - Specify an interface (LAN/WAN) for applying the RIP.
Timers

Enter a value as the update timer.

When the time is up, the Vigor router will send a message containing the
complete routing table to all neighboring routers for exchanging the
routing information.

The routing information will be valid (but not removed) till the time
expiration set in this field.

The information will be kept in the routing table temporarily. At the
same time, the neighbors will be notified that the route has been
dropped.

The route will be removed from the routing table upon the expiration set
in Garbage Timer.

Redistribute

Redistribute connected routes into the RIP tables.
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Kernel Redistribute kernel routes into the RIP tables.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

11-2-5 NAT

Most ISPs allocate one WAN IP address to each subscriber. In order to simultaneously connect multiple
devices to the Internet, a technique called Network Address Translation is employed.

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a mechanism that
one or more private IP addresses can be mapped into a single public one. Public IP address is usually
assigned by your ISP, for which you may get charged. Private IP addresses are recognized only among
internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT router, the
router will change its source address into the public IP address of the router, select the available public
port, and then forward it. At the same time, the router shall list an entry in a table to memorize this
address/port-mapping relationship. When the public server response, the incoming traffic, of course, is
destined to the router’s public IP address and the router will do the inversion based on its table.
Therefore, the internal host can communicate with external host smoothly.

The benefit of the NAT includes:

° Save cost on applying public IP address and apply efficient usage of IP address. NAT
allows the internal IP addresses of local hosts to be translated into one public IP address, thus you
can have only one IP address on behalf of the entire internal hosts.

° Enhance security of the internal network by obscuring the IP address. There are many
attacks aiming victims based on the IP address. Since the attacker cannot be aware of any
private IP addresses, the NAT function can protect the internal network.

[I-2-5-1 Port Forwarding

This function allows inbound traffic from specific ports on WAN interfaces to be forwarded to LAN
clients.

It allows you to open a range of ports for the traffic of special applications.

Configuration / NAT

% Dashboard

B Ol o Port Farwarding

WAN I P P apth
Physical Interface Name Enablec NAN Imarface Source rhvata Ophian
WAN

LAN

e tlg
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Certificates
@ Security

B monitering

Bg wumiry

%, System Maintenance

To add a new port forwarding profile, click the +Add link to get the following page.
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Configuration / NAT

DMZ Host

Network

Port Forwarding

Protocol

- A
Cancel

Port Triggering  ALG  UPnP

Public Port Start Public Port End Private Port Option

200 810 1200 Delete

Available settings are explained as follows:

Item
Name
Enabled

WAN Interface

Source IP

Private IP

+Add

Description

Enter a name that identifies the rule.

Switch the toggle to enable or disable the function.
Network

The WAN port(s) whose incoming traffic will be forwarded to a LAN
client. Select from a specific WAN interface WAN# to apply the rule to
the WAN interface.

Any - Any data traffic coming from the source IP will be forwarded to a
LAN.

IP Address - Set a range of IP addresses. Any data traffic coming from
the IP addresses within the range will be forwarded to a LAN.

IP Object - Use the drop down list to specify an IP object profile.

IP Group - Use the drop down list to specify an IP group profile.
Specify a LAN IP address or a range of LAN IP addresses to which the
traffic will be forwarded.

Single - Specify a destination LAN IP address that will receive the
forwarded traffic.

Range - Specify a range of destination LAN IP addresses that will
receive the forwarded traffic.

Port Forwarding
Click to set port numbers for the specified protocol (TCP, UDP, or
TCP/UDP) for a port forwarding profile.
Protocol - The protocol to which this rule applies, TCP, UDP or TCP/UDP.

Public Port Start - Specify which port can be redirected to the
specified Private IP and Port of the internal host. Enter the required
number as the starting port.

Public Port End - The ending port value will be calculated by Vigor
system and be shown in this field automatically.

Private Port - The port on each LAN client to which the traffic will be
directed to. Enter the required number as the starting port.

Options - Click Delete to remove the selected entry.
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Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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lI-2-5-2 DMZ Host

Vigor router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a single
host in the LAN. Regular web surfing and other such Internet activities from other clients will continue
to work without inappropriate interruption. DMZ Host allows a defined internal user to be totally
exposed to the Internet, which usually helps some special applications such as Netmeeting or Internet
Games etc.

(% Dashboard

B Operation Mode

’ B vt [P 20
Physical Intertace Enablod Interface WNAN I Privay Qption

B3 Monitoring

B8 utility

2, System Maintenance

To add a new DMZ profile, click the +Add link to get the following page.

Configuration / NAT

Port Forwarding DMZ Host Port Triggering ALG UPNP L) Reset
DMZ Host X
+ Add Enabled «©
Enabled Interface WAN IP ~
nterface [WAN] WANT
WAN P

Private IP 192.168.1.10

Available settings are explained as follows:

Item Description

Enabled Switch the toggle to enable or disable the function.

Interface Allows WAN traffic to be sent to a specific LAN IP address.

WAN IP Enable the function of applying WAN alias IP. Then, select a WAN alias IP

from the available IPv4 alias settings set on Configuration >> WAN >>
WAN Connections.
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Private IP Select one private IP address in the list to be the DMZ host.
Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

lI-2-5-3 Port Triggering

If you run programs that function as server applications where they expect to receive unsolicited traffic
from the WAN, you can set up rules in Port Triggering to detect LAN-to-WAN traffic initiated by those
programs, and automatically open up WAN ports to accept incoming traffic and forward it to the LAN
client running the server applications.

The duration that these ports are opened depends on the type of protocol used. The "default" values
are shown below and these duration values can be modified via telnet commands.

TCP: 86400 sec.
UDP: 180 sec.
IGMP: 10 sec.

TCP WWW: 60 sec.
TCP SYN: 60 sec.

= Dashboard B [ {ost L rege

) Operation Mode

Physical Interface e Schedule Source IP Option

WAN
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To add a new port triggering profile, click the +Add link to get the following page.
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Configuration / NAT

Port Forwarding ~ DMZ Host

ncoming Services

Cancel

Triggering Protocol

Port Triggering ~ ALG ~ UPnP “0) Reset

Triggering Triggering
Port Start Part End

Available settings are explained as follows:

Item
Add Service

Service Name
Enabled
Schedule

Source IP

Protocol & Port

Protocol & Port

Description
Select from list of predefined service, or manually configure triggering
and incoming protocols and ports.
Manually - If selected, self-define the service name.
Preset - If selected, various services will be offered for you to choose as
the service name.
Enter a name for identification.
Switch the toggle to enable or disable the function of port triggering.
Vigor router can perform the port triggering all the time or on a certain
date and time.
Always On - The function of port triggering is running all the time.
Scheduled On - The function of port triggering is activated based on
the schedule profile.

Triggering Source

Any - Any source IP will be forwarded to a LAN.

IP Address - Set a range of IP addresses forwarded to a LAN.

IP Object - Use the drop down list to specify an IP object profile.
IP Group - Use the drop down list to specify an IP group profile.
+Add - Click to set port numbers (start and end) for the specified

protocol (TCP, UDP or TCP/UDP) for the outgoing data (that this rule
monitors).

Incoming Services

+Add - Click to set port numbers (start and end) for the specified
protocol (TCP, UDP or TCP/UDP) for the incoming data.
Incoming Protocol - The protocol(s) of the incoming traffic.
TCP-open port(s) to TCP traffic.
UDP- open port(s) to UDP traffic.
TCP/UDP- open port(s) to both TCP and UDP traffic.

Select the protocol (TCP, UDP or TCP/UDP) for the incoming data of such
triggering profile.
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Incoming Port - Incoming traffic from the WAN destined for these port
numbers be forwarded to the LAN client that triggered the rule.

Enter the port or port range for the incoming packets.

Cancel Discard current settings and return to the previous page.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

II-2-5-4 ALG

ALG means Application Layer Gateway. There are two methods provided by Vigor router, RTSP (Real
Time Streaming Protocol) ALG and SIP (Session Initiation Protocol) ALG, for processing the packets of
voice and video.

RTSP ALG makes RTSP message, RTCP message, and RTP packets of voice and video be transmitted
and received correctly via NAT by Vigor router.

However, SIP ALG makes SIP message and RTP packets of voice be transmitted and received correctly
via NAT by Vigor router.

Configuration f NAT
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Available settings are explained as follows:

Item Description

Enabled Switch the toggle to enable or disable the function.
Listen Port Enter a port number for SIP or RTSP protocol.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

lI-2-5-5 UPnP

The Vigor supports UPnP (Universal Plug and Play), which is a suite of network protocols that simplifies
network configuration. Applications and network devices on the LAN, that support UPnP, may request
the router to modify its settings to allow NAT Traversal, so that WAN hosts can connect to them
directly.

Examples of applications and devices that support UPnP include file-sharing applications such as
uTorrent, Vuze and eMule, gaming consoles such as the Sony PlayStations 3 and 4 Xbox 360 and Xbox
One, media streaming applications such as Plex and XBMC, and messaging and calling applications
such as Skype. To find out if a certain application or network device supports or requires UPnP, please
consult its user manual or check with its vendor.
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# Dashboard
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WAN
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Configuration f NAT
Port Forwarding  DMEMOst  Port Triggening  ALG
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Status

WAN Intarface Source Public Peat Private IP Private Port

Available settings are explained as follows:

Item

Enabled

WAN Interface

Status
Apply

After finishing this web page configuration, please click Apply to save the settings.

Description
UPnP

Switch the toggle to enable or disable the function.

Protocol

UPnP is required for some applications such as PPS, Skype, eMule...and
etc. If you are not familiar with UPnP, it is suggested to turn off this

function for security.

Select the WAN port on which ports will be opened in response to UPnP

commands.
Displays the historical data.

Save the current settings and exit the page.
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I1-2-6 IGMP

Internet Group Management Protocol (IGMP) is an IPv4 communication protocol for establishing
multicast group memberships.

11-2-6-1 IGMP Setup

This page offers the general setting for configuring the IGMP function.

£ Dashboard

®) Operation Mode

Physical Interface

WAN

@ Security
B3 Monitoring

8% unility

@, System Malntenance

[ @]

Available settings are explained as follows:

Item

IGMP Proxy

Interface

Query Interval

IGMP encapsulation in
PPPoOE

IGMP Snooping

IGMP Fast Leave

Apply

Description
IGMP Proxy

Switch the toggle to enable or disable the function.

The application of multicast will be executed through WAN /PVC/VLAN
port. In addition, such function is available in NAT mode.

Specify an interface for packets passing through.

Vigor router will periodically check which IP obtaining IPTV service by
sending query. It might cause inconvenience for client. Therefore, set a
suitable time (unit: second) as the query interval to limit the frequency
of query sent by Vigor router.

Enable this function if the interface type for IGMP is PPPoE. It depends on
the specifications regulated by each ISP. If you have no idea to enable or
disable, simply contact your ISP providers.

IGMP Snooping

Select to enable IGMP Snooping so that multicast traffic are forwarded to
IGMP clients that have joined a multicast group.

This option is shown only when IGMP Snooping is enabled. Select to
enable IGMP Fast Leave.

Normally when the router receives a “leave” message from an IGMP
host, it will send a last member query message to see if there are still
members within the multicast group. When Fast Leave is enabled,
multicast for a group is immediately terminated when the last host in
that group sends a “leave” message.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[I-2-6-2 IGMP Status

Displays a list of active multicast groups.

Configuration / IGMP

IGMP Setup MP Stat 3 Refrest

{# Dashboard

Multicast Group Table

B Operation Mode

Group Addrass 4] P2
B Monitoring
B Uity
@y, System Maintenance
Item Description
Group ID ID port of the multicast group, which is within the IP range reserved for
IGMP, 224.0.0.0 through 239.255.255.254,
P1 to P2 LAN ports that have IGMP hosts joined to this multicast group.

[I-2-7 Objects

[I-2-7-1 IP Object

For IPs in a range and service ports in a limited range usually will be applied in configuring router’s
settings, therefore we can define them with objects and bind them with groups for using conveniently.
Later, we can select that object/group for applying it. For example, all the IPs in the same department
can be defined with an IP object (a range of IP address).

1P Object

Objact Kam I Varsh P4 Adh TP Adkh din SN
Physical interface . e S ross. Use Ot
WAN
LAN

FHouting

To add a new IP object profile, click the +Add link to get the following page.
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Configuration / Objects

P Object IP Group

IP Object

Object Name

Schedule

IP Version

Backup & Restore YO Reset

IPv4 Address

IPv4 Settings

IPv6 Settings

Cancel

Available settings are explained as follows:

Item
Object Name
IP Version

Address Type

Start IP Address

End IP Address
IP Address
Subnet Mask

Invert

Match Type
IP Address
Prefix Length
Invert

Cancel

Apply

Description
Enter the name that identifies this profile.
Select the IP version (IPv4, IPv6 or Both) for entering correct IP address.
Select the type (IP or Subnet) of address.
IPv4 Settings

Enter the beginning IP address, if the Address Type is IP. To set a range
of IP addresses, enter the different IP addresses as start IP address and
end IP address.

Enter the ending IP address, if Address Type is IP.

Enter an IP address if Address Type is Subnet.

Enter subnet mask, if Address Type is Subnet.

If enabled, all addresses except the ones entered above will be used.
IPv6 Settings

Specify the match type (128 Bits or Suffix 64 Bits) for the IPv6 address.

Enter the IPv6 address.

Enter IPv6 prefix length of the IPv6 block.

If enabled, all addresses except the ones entered above will be used.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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l1-2-7-2 IP Group

Multiple IP Objects can be placed into an IP Group.

€% Dashboard

® operation Mode

Fhysical interface
WAN

LAN

Routing

NAT

IGME*

Centificates

@ Security

B9 Moniioring

B8 umiiy

stern Maintenance

1P Object

P Group

Configuration / Objects

schedule  Backup & Restone

Objects included Used in Option

To add a new IP group profile, click the +Add link to get the following page.

Configuration / Objects

IP Object IP Group Schedule Backup & Restore O Resel
Available Object X
Group Name Select Objects search..
Selected Objec +Add Object Name IPv4 Address IPv6 Address
Object Name  1Pv4 Address IPv6 Addres
IPva_1 192.168.1.15-192.168.1.16
1Pva_1 192.168.1.15 - 192.168.1.16
1Pva 2 192.168.1.20 - 192.168.1.21
IPva_2 192.168.1.20 - 192.168.1.21
IPv6_1 ff02::1:ff00:1
IPv6_2 feB0:1649:bcff:feSe:c794
Cancel Close

Available settings are explained as follows:

Item
Group Name
Selected Objects

Selected Objects

Object Name / IPv4
Address

Description

Enter a name that identifies this profile.

+Add - Click to open the page with available objects.
Available Object

Search - Enter the IP object name or the IPv4 address to display related
information.

Select the object(s) to be grouped under the current IP group.
The selected one will be shown under the Selected Objects on the left
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side.

Close Save the settings and return to the previous page.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.
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[I-2-7-3 Schedule

Time schedules can be created and used with router features that support them, so that those features
can be turned on and off automatically at preconfigured times.

Configuration / Objects

= IPObject 1P Group Backup & Restore
(% Dashboard —_—

= Schedule
® Operation Mocde =

Physical interface Hame Enabled Staet Dals Sart Time (He Min ) End Tirne (Hr- Min ) Repest Used In InUse Option

Centificates

@ Security

B4 Monitoring

BR utility

2, Systemn Maintenance

To add a new schedule profile, click the +Add link to get the following page.

Configuration / Objects

IP Object IP Group Schedule Backup & Restore D Reset
Schedule X
+ Add Name Schedule_merning
Name Enabled Start Date Start Time (Hr. Min.) End [ iied [ @]
Start Date 2024-03-21 a
Start Time (Hr: Min.) 10 - v
End Time (Hr: Min.) 12 ~ 1| 00
Repeat Once

Cancel Apply

Available settings are explained as follows:

Item Description

Name Enter the name of the schedule profile.

Enabled Switch the toggle to enable or disable this schedule profile.

Date Select the date when the entry comes into effect.

Start Time Set the time when the schedule is triggered.

End Time Set the time for the schedule to be ended.

Repeat Once - The schedule is triggered once based on Date, Start Time and
End Time.

Daily - The schedule is triggered everyday based on Start Time and
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Cancel

Apply

End Time.

End Repeat - If enabled, the schedule will be triggered every day
till the date defined in the End Repeat Date.

End Repeat Date - The schedule will be ended on the specified
date.
Weekly - The schedule will be triggered, starting at the Start Time and
ending at the End Time, on the selected days of the week.
Every - Select the day for triggering the schedule.

End Repeat - If enabled, the schedule will be triggered every
week till the date defined in the End Repeat Date..

End Repeat Date - The schedule will be ended on the specified
date.
Monthly - The schedule will be triggered monthly based on the Date

setting. For example, choose 2022-04-27 as the date set. Later, this
schedule will be triggered on the 27th of every month.

End Repeat - If enabled, the schedule will be triggered every
month till the date defined in the End Repeat Date.

End Repeat Date - The schedule will be ended on the specified
date.
Cycle - Any action applied this schedule will be executed per several
days.

Every (days) - Enter a number as cycle duration. Then, any action
applied this schedule will be executed per several days. For
example, “3" is set as cycle duration. That means, the action
applied this schedule will be executed every three days since the
date defined on the Start Date.

End Repeat - If enabled, the schedule will be triggered every
month till the date defined in the End Repeat Date.

End Repeat Date - The schedule will be ended on the specified
date.

Discard current settings and return to the previous page.

Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

Configuration / Objects

P Object IP Group Schedule

Schedule

Name Enabled

Schedule_morning Enabled

Backup & Restore ‘D) Reset

Start Date Start Time (Hr: Min_) End Time (Hr: Min.) Repeat Used In In Use Option

2024-03-28 10:55 12:00 Once No Edit
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lI-2-7-4 Backup & Restore

The object settings can be backed up as a file. The backup file can be imported to the device to restore
the configuration in the future if required.

Configuration / Objects

IPObject 1P Group Schedule
% Dashboard

#L Backup & Restore
B Operation Mode A

Pm".l{.!l Interface
3 Select Al
WAN
LAN

Routing

NAT

IGMP

Certificates

2 Security

B2 Monitoring

RS Unisty

B, System Maintenance

Available settings are explained as follows:

Item Description

Backup Usually, a user can create the objects through the web page under
Objects. However, for a user who wants to save more time in bulk
creating various objects, a method is offered to modify the objects with
a single file, a CSV file.

All the objects (or the template) can be saved and exported as a file by
clicking Download. Then, the user can open the CSV file through
Microsoft Excel and modify all the IP objects if required.

Back up - Click it to backup current objects as a CSV file. Such file can
be restored for future use.

Restore 1
Restore from Backup File '~ - Click it to specify a predefined
CSV file.

Restore - Click to execute the restoration.

After finishing this web page configuration, please click Apply to save the settings.
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[I-2-8 Certificates

A digital certificate is an electronic document issued by a certification authority (CA) to an entity to
prove ownership of a public key. It contains identifying information including the issued-to party’s
name, a serial number, expiration dates etc., and the digital signature of the certificate-issuing
authority so that a recipient can verify that the certificate is real. Vigor router supports digital
certificates that conform to the X.509 standard.

In this section, you can generate and manage local digital certificates, and import trusted CA
certificates. Be sure that the system time is correct on the router so that certificates will not be
erroneously considered to be invalid because of an incorrect system time falling outside of the
certificate’s valid time period. The easiest way to accomplish this is by periodically synchronizing the
system time to a Network Time Protocol (NTP) server.

[I-2-8-1 Local Certificates

You can generate, import or view local certificates on this page.

Configuration / Certificates

(% Dashboard Trusted CA Local Services Backup & Restere
%y Dashboan

Local Certificates
W) Operation Mode

Conificato Name Status Source CA Imponed Valid From Valid Uil Option
Physical interface

Defaust Certificate Internal B 1970/01 /01 0000:38 1GIUOIET 00:00:38

WAN

LAN

Routing

@ Security

B3 monitoring

B} Utility

&, System Maintenance

To check detailed information of the selected certificate, click View.

Configuration / Certificates

Local Certificates Trusted CA Local Services Backup & Restore
Local Certificates X
T Add
Certificate Name Status Source CA Imported Certificate Name Default_Certificate
Version VE]
Default_Certificate /alid Internal v reon
Status valid
source Internal
CAlmported v
Subject_Name s
Country ™™
state Hsinchu
Location Hsinchu
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To add a new local certificate profile, click the +Add link to get the following page.

Configuration / Certificates

tificates Trusted CA Local Services Backup & Restore

Key Type R5A-2048 Bit

SHA-256

Subject Alternative Name

o e

192.168.1.103

Subject Name

Cancel

Available settings are explained as follows:

Item
Certificate Name
Method

Key Type
Algorithm
Type

Country (C)
State (ST)
Location (L)
Organization (0)

Organization Unit
(ou)

Common Name (CN)

Email (E)
Cancel

Apply

Description
Enter the name that identifies the certificate.

Generate CSR - Generate a new local certificate.

Import Certificate & Keys - Vigor router allows you to generate a
certificate request and submit it the CA server, then import it as “Local
Certificate”. If you have already gotten a certificate from a third party,
you may import it directly. The supported types are PKCS12 Certificate
and Certificate with a private key.

Method - Generate CSR
Displays the key type used by the certificate.
Displays the algorithm for generating the certificate.

Select the type of Subject Alternative Name and enter its value.
IP Address
Domain Name
Email

Enter the country name (code) in which your organization is located.
Enter the state or province where your organization is located.
Enter the city where you're your organization is located.

Enter the legal name of your organization.

Enter the department within your organization that you wish to be
associated with this certificate.

Enter the fully-qualified domain name / WAN IP that will be used to reach
your server.

Enter the email address of the entry.
Discard current settings and return to the previous page.

Save the current settings and exit the page.

Method - Import Certificate & Keys
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File Type Vigor router allows you to generate a certificate request and submit it
the CA server, then import it as “Local Certificate”. If you have already
gotten a certificate from a third party, you may import it directly. The
supported types are PKCS12 Certificate and Certificate with a private
key.

Certificate Only - Local certificate.

Upload Certificate - Click Choose a file to select a local certificate
file.

PKCS12 - Users can import the certificate whose extensions are

usually .pfx or .p12. And these certificates usually need passwords.
PKCS12 is a standard for storing private keys and certificates securely. It
is used in (among other things) Netscape and Microsoft Internet Explorer
with their import and export options.

Upload PKCS12 File - Click Choose a file to select a PKCS12
certificate file.

Password - Enter the password associated with the certificate and
key files.

Certificate & Keys - It is useful when users have separated certificates
and private keys. And the password is needed if the private key is
encrypted.

Upload File - Click Choose a file to select a local certificate file.
Upload Key - Click Choose a file to select a key file.
Password - Enter the password associated with the certificate and

key files.
Cancel Discard current settings and return to the previous page.
Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.

[[-2-8-2 Trusted CA

The user can build RootCA certificates (up to three) if required.

Trusted CA certificate lists three sets of trusted CA certificate. In addition, you can build a RootCA
certificate if required.

When the local client and remote client are required to make certificate authentication (e.g., IPsec
X.509) for data passing through SSL tunnel and avoiding the attack of MITM, a trusted root certificate
authority (Root CA) will be used to authenticate the digital certificates offered by both ends.

However, the procedure of applying digital certificate from a trusted root certificate authority is
complicated and time-consuming. Therefore, Vigor router offers a mechanism which allows you to
generate root CA to save time and provide convenience for general user. Later, such root CA generated
by DrayTek server can perform the issuing of local certificate.
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L
£ Dashboard

® Operation Mode

Physical interface
WAN

LAN

Routing

MAT

1GMP

Objects

@ Security

B maonitoring

B wiliey.

%, System Maintenance

ocal Cartficates

Certificate Name

Reat CA

Configuration / Certificates

Trusted Certificate Authorities

Vald From

ervices  Backup & Restore
Stahus Common Nams
py

To create a new RootCA, click Create to get the following page.

Configuration / Certificates
Local Certificates ~ Trusted CA

Trusted Certificate Authorities

Certificate Name

Root CA

Local Services

Status

Empty

Backup & Restore

Common Name

Available settings are explained as follows:

Item
Key Type
Algorithm

Type

Country (C)

Common Name (CN)

Description

Key Type

Algorithm
Subject Alternative Name

Type

P Address

Subject Name

Country

Common Name

Displays the key type (set to RSA).

Displays the algorithm.

Subject Alternative Name

Vaid Unsl Option

R5A-2048 Bit

5HA-256

IP Address

Cancel

Apply

Vigor router accepts the type and value of the specified subject
alternative name as valid authentication. Supported subject alternative
types are IP Address, Domain Name and E-Mail.

Select the type of Subject Alternative Name and enter its value.

Subject Name

Enter the country name (code) in which your organization is located.

Enter the fully-qualified domain name / WAN IP that will be used to reach

your server.
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State (ST) Enter the state or province where your organization is located.

Location (L) Enter the city where you're your organization is located.
Organization (0) Enter the legal name of your organization.

Organization Unit Enter the department within your organization that you wish to be
(ou) associated with this certificate.

Email (E) Enter the email address of the entry.

Cancel Discard current settings and return to the previous page.

Apply Click to submit generate request to the CA server.

After finishing this web page configuration, please click Apply to save the settings.
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To upload a certificate, click the +Add link to get the following page.

Configuration / Certificates

Local Certificates Trusted CA Local Services Backup & Restore

T, Choose afile..

Cancel

Available settings are explained as follows:

Item Description

Upload Certificate Choose a file - Select a local certificate file.

Cancel Discard current settings and return to the previous page.
Apply Click to import selected certificate file to the router.

After finishing this web page configuration, please click Apply to save the settings.
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[I-2-8-3 Local Services

This page allows you to set different categories and services for the local certificate(s) to prevent
security warning messages popped up due to using different browsers.

Configuration / Certificates
(% Dashboard Local Certificates Trusted CA Eervice Backup & Restore
¥ Dashboar

Local Services

Categories Services Local Conificate

Web Server HTTPS

Wk Servar TROSS

) Security

B3 Monitoring

B utiliy

9, System Maintenance

Available settings are explained as follows:

Item Description

Local Certificate Select a local certificate (has been imported to Vigor device) with full
key and authentication information.

Certificate without key phrase or CSR (certificate signing request) file
cannot be selected as local certificate.

Apply Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.

76



lI-2-8-4 Backup & Restore

You can back up or restore the Local and Trusted CA certificates on the router to a file.

Local Certificates

(% Dashboard

Backup & Resto

®) Operaticn Mode

Physical interface
WAN

LAN

Routing

NAT

IGMP

Utility

%y Systern Maintenance

Configuration / Certificates

Trusted CA Local Services

e

B2 selact All
B Local Centificates

B Trusted Cenificate Autharities

@©

Available settings are explained as follows:

Item

Selected Item

Password Protection

Restore from Backup
file

File has Password
Protection

Description
Backup
Select the certification type (local, trusted or all certificates).

Enabled - Switch the toggle to enable or disable the function.

Password - Enter the password with which you wish to encrypt
the certificate.

Confirm Password - Enter the password again.
Back up - Click to download the certificate.

Restore

Click to select the backup file you wish to restore.
Restore - Click to retrieve the certificate.

Enabled - Switch the toggle to enable or disable the function.

Password - Enter the password that was used to encrypt the
certificates.
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lI-3 Security

[I-3-1 Firewall Filters

A network firewall monitors traffic travelling between networks, with the ability to selectively allow or
block traffic using a predefined set of security rules. This helps to maintain the integrity of networks by
stopping unauthorized access and the exchange of sensitive information.

LAN users are provided with secured protection by the following firewall facilities:
User-configurable IP filter (Data Filter).
Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data
Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

Data Filter

All traffic, both incoming and outgoing, that does not trigger a PPP connection attempt (either because
a PPP connection is not necessary, or the required PPP connection has already been established) is
checked against the Data Filter, and will be allowed or blocked according to the rules configured within.

pass L
Se':g ‘L’Aalflket «— Data Filter | «—<LAN Link
1 block
Drop
packet

Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy static packet
filtering, which examines a packet based on the information in its header, stateful inspection builds up
a state machine to track each connection traversing all interfaces of the firewall and makes sure they
are valid. The stateful firewall of Vigor router not only examines the header information also monitors
the state of the connection.

Denial of Service (DoS) Defense

DoS attacks are categorized into two types: flooding-type attacks and vulnerability attacks.
Flooding-type attacks attempts to exhaust system resources while vulnerability attacks attempts to
paralyze the system by exploiting vulnerabilities of protocols or operation systems.

Vigor's DoS Defense functionality detects DoS attacks and mitigates their damage by inspecting every
incoming packet, and malicious packets will be blocked. If Syslog is enabled, alert messages will also
be sent. Abnormal traffic flow such as flood and port scan attacks that exceed allowable thresholds are
also blocked.

The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 9. SYN fragment

2. UDP flood attack 10. Fraggle attack

3. ICMP flood attack 11. TCP flag scan

4. Port Scan attack 12. Tear drop attack

5. IP options 13. Ping of Death attack
6. Land attack 14. ICMP fragment

7. Smurf attack 15. Unassigned Numbers
8. Trace route
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[I-3-1-1 IP Filters

Users can create access control policies and set black & white lists.

security / Firswall Filters

- oty Default Fiiters  Backup & Restore %) Resat
(%) Dashboare

o |® Fifters
® Operation Mode

= configuration

HName Enabled Source Deslination Action Hits Option

Defense Setup

1Pvs Address Security
B Monitaring

BS \nily

To add a new IP filter profile, click the +Add link to get the following page.

Security / Firewall Filters

PFilters  Default Filters ~ Backup & Restore OReset (CRefresh
X
Name o
Enabled ()
Schedule Scheduled On ‘
Direction LAN to WAN
Specify Interface
Criteria
Source Any
Destination Any
Protoco! Any
Fragment Don't Care
Action
L -

Available settings are explained as follows:

Item Description

Name Enter a name to identify the rule.

Enabled Switch the toggle to enable/disable this profile.
Schedule Always On - This rule is enabled and active for always.

Scheduled On - Select Schedule indexes to allow the rule to be enabled
at specific times. You may choose up to 4 out of the 15 schedules in
Configurations>>0bjects>>Schedule. The rule is always enabled when
no indexes have been selected.
Clear Session when Schedule is On - Select this option to clear
existing sessions when the rule is changes is enabled by a schedule
profile. All connections will be reset.
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Direction

Specify Interface

Source

Destination

Protocol

Specify the direction of traffic flow to which this filter rule applies.
LAN to WAN
WAN to LAN
LAN to LAN

Switch the toggle to enable/disable the function.

If enabled, specify the interfaces for the traffic flow.
Source Interface - Select the LAN/VPN interface(s).
Destination Interface - Select the WAN interface(s).

Criteria

Configure the source IP addresses.

To set the IP address manually, please choose Any / IPv4 Address /
IPv4 Subnet / IPv6 Address / IPv6 Subnet / IP Object / IP Group /
as the source and enter required information.

Any - All IP addresses
IPv4 Address-Enter the IP address.

Source IPv4 Address - Click +Add to enter the IP address.
IPv4 Subnet-Enter the IP Address and the Subnet Mask.

Source IPv4 Subnet Address - Click +Add to enter the IPv4 address
with a subnet mask.

IPv6 Address-Enter the IPv6 address.
Source IPv6 Address - Click +Add to enter the IPv6 address.
IPv6 Subnet-Enter the IPv6 Address and the prefix length.

Source IPv6 Subnet Address - Click +Add to enter the IPv6 address
with a subnet mask.

IP Object-Allows selection of predefined IP Objects.
Source IP Object - Click +Add to select an IP object.

IP Group -Allows selection of predefined IP Groups.
Source IP Group - Click +Add to select an IP group.

Configure the destination IP addresses.

To set the IP address manually, please choose Any / IPv4 Address /
IPv4 Subnet / IPv6 Address / IPv6 Subnet / IP Object / IP Group as
the destination and enter required information.

Any - All IP addresses
IPv4 Address-Enter one IPv4 address.

Destination IPv4 Address - Click +Add to enter the IP address.
IPv4 Subnet-Enter the IPv4 Address and the Subnet Mask.

Destination IPv4 Subnet Address - Click +Add to enter the IPv4
address with a subnet mask.

IPv6 Address-Enter the IPv6 address.
Destination IPv6 Address - Click +Add to enter the IPv6 address.
IPv6 Subnet-Enter the IPv6 Address and the prefix length.

Destination IPv6 Subnet Address - Click +Add to enter the IPv6
address with a subnet mask.

IP Object-Allows selection of predefined IP Objects.
Destination IP Object - Click +Add to select an IP object.

IP Group -Allows selection of predefined IP Groups.
Destination IP Group - Click +Add to select an IP group.

Specify the protocol(s) which this filter rule will apply to.
Any
Service Object
TCP/UDP
TCP
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Service Type Object

Specify Source Port

Destination Port

Protocol Number

Fragment

Action

Enable Syslog

Cancel

Apply

UDP
ICMP
ICMPv6
IGMP
Others

It is available when Service Object is set as the Protocol.
Click +Add to select the service type objects (up to 12) you want.

Available Service Type X
Select Object Search.
Name Protocol  Destination Port Start Destination Port End
AUTH TP 113 113
BGP TP 179 179

Switch the toggle to enable / disable the port settings.

Source Port - If enabled, please provide the starting and ending port
values.

It is available when TCP or UDP is set as the Protocol.

To define a port range, please provide the starting and ending port
values.

It is available when Others is set as the Protocol.

Enter a value as the protocol number.

Action to be taken for fragmented packets.
Don’t care -No action will be taken towards fragmented packets.
Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.
Too Short - Apply the rule only to packets that are too short to contain
a complete header.

Action

Action to be taken when packets match the rule.
Pass - Packets matching the rule will be passed immediately.
Block - Packets matching the rule will be dropped immediately.

Switch the toggle to enable the recording the filter log onto SysLog.
Discard current settings and return to the previous page.

Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.

Security / Firewall Filters

P Filters Default Filters Backup & Restore SO Reset (7 Refresh
IP Filters
Add 0 Clone Movel eDown ResetHits il MultipleDelete
-] Name Source Destination Action Hits Option
P_Filter_RD Any Any Pass ] Edit Delete
P_Filter_MKT 192.168.1.101 - 192.168.1.101 Any Pass o] Edit Delete

Select one of the existed IP filter profile, more options will appear.

Available settings are explained as follows:
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Item Description

Clone Duplicate the selected IP filter profile with a new name.

MoveUp Move the selected item up.

MoveDown Move the selected item down.

ResetHits Reset the number of times that each IP rule has been matched when
comparing packets to the default value.

MultipleDelete When more than one item is selected, click it to remove the items at one
time.

Edit Modify the selected IP filter profile.

Delete Remove the selected IP filter profile.

lI-3-1-2 Default Filters
Traffic is filtered by firewall functions in the following order:
1. Data Filter Sets and Rules
2. Block connections initiated from WAN
3. Default Rule

This page allows you to choose filtering profiles including QoS, Load-Balance policy, WCF, APP
Enforcement, URL Content Filter, for data transmission via Vigor router.

The default rule applies to all traffic that is not constrained by other filters or rules.

Security / Firewall Filters
£ Dashboard Backup & Restore
y Dasl

Default Filters

W Operation Mode

== Configuration

E=
Defense Setup Inbound Traffic (WAN to LAN)
\Pvé Address Security . m
B Munitoring » Fragment rge Packet m
88 wility 3 o
%, System Maintenance m
=]
Syslo,
B AL
o d Traff

Available settings are explained as follows:

Item Description
Outbound Traffic (LAN to WAN)

Default Action Define the default action for the outgoing packets that do not match any
IP filter rule.

Pass -The packets that do not match any IP filter rule will be passed and
next wait for the content filter.

Block - The packets that do not match any IP filter rule will be blocked
by Vigor system.

Inbound Traffic (WAN to LAN)

Default Action Define the default action for the incoming packets that do not match any
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Fragmented Large
Packets

IPv4 Routing
Connections

IPv6 Routing
Connections

Syslog

Apply

IP filter rule.

Pass - The incoming packets that do not match any filter rule will be
passed.

Block - The incoming packets that do not match any filter rule will be
blocked.

Certain games and video streaming service use fragmented UDP
packets to transfer data.

Pass - The router always passes fragmented packets without
reassembling them, regardless of the size of the packet.

Block - The router will attempt to reassemble fragmented packets up to
a certain value (e.g., 15xx~2102) kilobytes long. Packets larger than the
certain value will be discarded.

Pass - For LAN hosts receiving WAN IPv4 addresses using the IP routed
subnet, enable this option to prevent WAN hosts from connecting to LAN
hosts. This option has no effect on LAN hosts on private LAN subnets.

Block - Block the LAN hosts from connecting to WAN hosts using IPv4.
Pass - IPv6 does not make use of Network Address Translation (NAT), so

all LAN hosts receive public IPv6 IP addresses that are exposed to the
WAN.

Block - Block the WAN hosts from connecting to LAN hosts using IPv6.

Enable Syslog - If enabled, the log related to default filter will be
recorded to Syslog.

Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.
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lI-3-1-3 Backup & Restore

This page allows the backup and restoration of router settings.

In addition to restoring Vigor router’s own configuration backup, it is possible to restore backups from
certain DrayTek routers on Vigorl67.

Sicurity / Firewall Filters
IPFilters  Default Filters

Backup & Restare

@

Configuration

B select an
1P Filters

B Default Filters

Available settings are explained as follows:

Item Description

Backup Selected Items - Select the item(s).

Back up - Perform the configuration backup of this router based on the
item (Selected All, IP Filters, Content Filters and Default Filters) selected
above.

Restore Restore from Backup File - Click the button to specify a file to be
restored.

Restore - Click to initiate restoration of configuration. If the backup file
is encrypted, you will be asked to enter the password.
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lI-3-2 Defense Setup

As a sub-functionality of IP Filter/Firewall, there are several types of detect / defense function in the
DoS Defense setup. In default, the DoS Defense is disabled.

% Dashboard
® Operation Mode | ©

= Configuration

Firewll Filters
Intartace SYN Flocd SYN Flood Packst Rate  ICMP Flood  ICMP Flood Packet Rata  UDP Fisod  UDP Flood Packet Rate  Pont Scan  Port Scan Packst Rate  Ogtion

1Pvh Adidress Security
Bg Monitoring

B8 Uniity
General

2, System Maintenance

Available settings are explained as follows:

Item Description
Defense Setup
Enable DoS Defense Switch the toggle to enable/disable the DoS Defense.

Flood Defense +Add - Click it set profiles for flood defense. Up to 6 profiles can be
created.

Interface - Select a WAN interface.

SYN Flood - Switch the toggle to enable/disable SYN flood defense.
When the arrival rate of SYN packets exceeds the Threshold value, the
router will start to randomly discard TCP SYN packets for a period of time
as defined in Timeout. This is to prevent TCP SYN packets from
exhausting router resources.

SYN Flood Packet Rate - The default values of threshold and
timeout are 2000 packets per second and 10 seconds,
respectively.

ICMP Flood - Switch the toggle to enable/disable the ICMP flood
defense. When the arrival rate of ICMP packets exceeds the Threshold
value, the router will start to randomly discard TCP SYN packets for a
period of time as defined in Timeout.

ICMP Flood Packet Rate - The default values of threshold and
timeout are 250 packets per second and 10 seconds, respectively.

UDP Flood - Switch the toggle to enable/disable UDP flood defense.
When the arrival rate of UDP packets exceeds the Threshold value, the
router will start to randomly discard TCP SYN packets for a period of time
as defined in Timeout.
UDP Flood Packet Rate - The default values of threshold and
timeout are 5000 packets per second and 10 seconds,
respectively.
Port Scan - Switch the toggle to enable/disable the Port Scan detection.
Port Scans attack your network by sending packets to a range of ports in
an attempt to find services that would respond. When Port Scan
detection is enabled, the router sends warning messages when it
detects port scanning activities that exceed the Threshold rate.

Port Scan Packet Rate - The default threshold is 2000 packets
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General

Block ARP replies with

Virtual MAC Address
in ARP Table (VRRP)

Block IP Packets with

per second.

Option (Edit/Delete) - Click Edit to open the setting page to modify in
detail (packet rate and burst rate). Click Delete to remove the selected
entry.

Switch the toggle to enable/disable the function listed below.

Block IP Options - If enabled, the Vigor router will ignore IP packets
with IP option field set in the datagram header. IP options are rarely used
and could be abused by attackers as they carry information about the
private network otherwise not available to the external network, such as
security, TCC (closed user group) parameters, a series of Internet
addresses, routing messages, etc, which external eavesdroppers can use
to discover details about the private network.

Block Land - Enable to block LAND attacks. LAND attacks happen when
an attacker sends spoofed SYN packets with both source and destination
addresses set to that of the target system, which causes the target to
reply to itself continuously.

Block SMURF - Enable to block Smurf attacks. The router will ignore
any broadcasting ICMP echo request.

Block Trace Route - Enable to block traceroutes. The router will not
forward traceroute packets.

Block SYN Fragment - Enable to block SYN packet fragments. The
router will drop any packets having both the SYN and more-fragments
bits set.

Block Fraggle - Enable to block Fraggle Attacks. Broadcast UDP
packets received from the Internet are blocked.

Activating this feature might block some legitimate packets. Since all
broadcast UDP packets coming from the Internet are blocked, RIP
packets from the Internet could also be dropped.

Block Tear Drop - Enable to block Tear Drop attacks. Some clients may
crash when they receive ICMP datagrams (packets) that exceed the
maximum length. The router discards any fragmented ICMP packets
having lengths greater than 1024 octets.

Block Ping of Death - Enable to block Ping of Death, where fragmented
ping packets are sent to target hosts so that those hosts could crash as
they reassemble the malformed ping packets.

Block ICMP Fragment - Enable to block ICMP Fragments. ICMP packets
with the more-fragments bit set are dropped.

Block Unknown Protocol - Enable to block Unassigned Protocol
Numbers, and the router will block packets having unassigned protocol
numbers. Individual IP packet has a protocol field in the datagram header
to indicate the protocol type running over the upper layer. However, the
protocol types greater than 100 are reserved and undefined at this time.
Therefore, the router should have ability to detect and reject this kind of
packets.

ARP Spoofing Defense
This feature can protect a network from ARP (Address Resolution
Protocol) spoofing attacks.

Inconsistent Source MAC addresses - If the sender’'s MAC address in
the ARP packets does not match the source MAC address from ARP
packet's ethernet header, the Vigor system will block the packets
immediately.

Inconsistent Destination MAC addresses - If the target MAC address
in the ARP packets does not match the destination MAC address from
ARP packet's ethernet header, the Vigor system will block the packets
immediately.

Accept - The virtual MAC address can be recorded in the ARP table.
Decline -The virtual MAC address cannot be recorded in the ARP table.

IP Spoofing Defense

IP spoofing defense can prevent unauthorized access and then protect
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Enable Syslog

Cancel

Apply

the data integrity to make sure the security of network.

Inconsistent Source IP addresses from WAN - Blocks the fake IP
from WAN. For example, if the source IP address from the WAN interface
is LAN subnet IP packets, the Vigor system will block the packets
immediately.

Inconsistent Source IP addresses from LAN - Blocks the fake IP
from LAN. For example, if the source IP address from the LAN interface is
WAN subnet IP packets, the Vigor system will block the packets
immediately.

Syslog

All Defense Logs - Check the box to record all defense logs onto the
Syslog.

Discard current settings and return to the previous page.

Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.

[I-3-3 IPv6 Address Security

This page allows you to configure the IPv6 interface ID.

¥ Dashboard IPvE Address Secu

® Operation Mode

Security / IPve Address Security

rity

Random Dz

= Configuration ¥ IPvE Interface I0s

Intarface
Firewall Filters

Deferse Setup

B4 Momitoring
82 utiity

%, System Maintenance

[LAN] LAN1

WAN] WANT

1PvE HDs

Available settings are explained as follows:

Item

Generate Interface ID
by

IPv6 Interface ID

Regenerate Random
Interface IDs

Apply

Description

Select to use Random IIDs or EUI-64 1IDs as the interface ID.
Random IIDs
EUI-64

Display the interface and corresponding IPv6 IIDs.

Regenerate - Re-generate the random IIDs for all interfaces.

Save the current settings.

After finishing this web page configuration, please click Apply to save the settings.
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This page is left blank.
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l1I-1 System Maintenance

For the system setup, there are several items that you have to know the way of configuration: Device
Settings, Management, Firmware, Backup & Restore, Accounts and Reboot System, and Firmware
Upgrade.

l1I-1-1 Device Settings

The user can modify the time, device name, and Syslog for the device.

l1I-1-1-1 Time
Open System Maintenance>>Device Settings and click the Time tab.

It allows you to specify where the time of Vigor device should be inquired from.

System Mantenance / Device Settings
arch.

) Dashboard e
®) Operation Mode

= Configuration

B Mo

RS Usility

Automadcally wich Time Server 4

Management
Firmware

Backup & Restore

Available parameters are explained as follows:

Item Description

System Time
Current System Time Display current time.

Time Setting

Set Time Determine the method (automatically or manually) to set the time.

Automatically with Time Server - Set the system time by retrieving
time information from the specified network time server using the
Network Time Protocol (NTP).

Manually - Set the system time using the time reported by the web
browser.

When Automatically Time Zone - Select the time zone where the router is located.
with Time Server is Time Server - Enter the web site of the primary time server.

selected as Set Time Interface - Renew the time through the selected WAN/LAN interface. If
Auto is selected, the Vigor system will renew the time through WAN or
LAN.

Daylight Saving - Enable Daylight Saving Time (DST) if it is applicable
to your location.
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Update Time - Force to renew current time setting.
Connection Status - Displays last update time status.
More Settings - Click to open advanced settings for the time server.

Auto Update Interval - Select the time interval (30min or 60min)
at which the router updates the system time periodically.

Secondary Server - For having a backup time server, please
enter the URL/IP address in the field of Secondary Server.

Secondary Interface - Renew the time through the selected
WAN/LAN interface. If Auto is selected, the Vigor system will renew
the time through WAN or LAN. This is an optional setting and is
used as the interface for the backup time server. If the primary
time server fails to renew the time setting, the Vigor system will
use the secondary time server instead.

When Manually is Time Zone - Select the time zone where the router is located.
selected as Set Time Date - Use the drop-down calendar to specify correct date.

L}_LJZ -U4-2o = l
2021 APR ~ < >
APR 12 3
4 5 6 7 8 J 0
11 2 13 4 5 6 7

Time - Set the time by specifying hours, minutes, and seconds.

Synchronize with Browse - Click Sync now to sync the time setting
with the browser.

Apply Save the current settings and renew the system time.

After finishing this web page configuration, please click Apply to renew the system time.
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l1l-1-1-2 Device Name
Display the router name. Change the name if you want.

Open System Maintenance>>Device Settings and click the Device Name tab.

System Maintenance / Device Settings
Tirme vice Nart Sysiog  SNMP

f# Dashboard

Device Name

#® Operation Mode

== Configuration
@ Security

B monitoring

Management
Firmware

Backup & Restore
Accounl & Permission
System Reboot

Registration & Services

l1-1-1-3 Syslog
SysLog function is provided for users to monitor the router.

Open System Maintenance>>Device Settings and click the Syslog tab.

System Maintenance / Device Settings

Time Device Name ¥ SNMP

% Dishbonrd

Syslog Semings
® Operation Mode e u

= Configuration pRing Destinatior B External Server
ity 3 B user Access Log
B allinterface Log

B8 Monitoring

B wan L

85 Ly

B LAN Log

B system Log

B Firewall Log

Muaragerment
Firmware
Backup & Restore )

Sysleg Servars
Account & Permission
Systim Reboot NESS

Borver 1P Pont Option

Available parameters are explained as follows:

Item Description
Syslog Settings

Logging Destinations  Select External Server to display Log Message and Syslog Servers for
detailed configuration.

Log Message Select to send the corresponding message of user access, interface, and
system information to Syslog.

Syslog Servers

+Add Click to display new entry boxes for creating a new Syslog server profile.
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The maximum number of Syslog servers to be added is "3".

Server IP Enter the IP address of the Syslog Server.

Port Enter the port number of the Syslog Server.

Option Delete - Click it to remove the selected server profile.
Apply Save the current settings and exit the page.

Cancel Discard current settings and return to the previous page.

After finishing this web page configuration, please click Apply to save the settings.

11-1-1-4 SNMP

This section allows you to configure settings for SNMP services.

The SNMPv3 is more secure than SNMP through the use of encryption (supports AES and DES) and
authentication (supports MD5 and SHA) for the management needs.

Open System Maintenance>>Device Settings and click the SNMP tab.

System Maintenance / Device Settings

Time  Device Name  Sysiog MM
% Dashboard e

- SNMP
) Operation Mode

= Configuration > [ @]

g Security

B3 Monitoring > . “

BR Lmility

Management

Backisp & Restore

Aceount & Permission

System Reboot

Registration & Services
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Available parameters are explained as follows:

Item Description
SNMP

Enabled Switch the toggle to enable/disable the SNMP function.

If enabled, Manager, Query, Agent and Trap settings will be valid for you
to configure.

Manager
Manager Host Any - Any IP can be set as the manager host.
Specific Host - Specify a host (IPv4 or IPv6) or hosts (both IPv4 and
IPv6).
IP Type - Select Both, IPv4 or IPv6.
Specific Manager Host (IPv4/IPv6) is available when IPv4/IPv6
is selected as the IP Type. Click +Add to have a new entry.
Enter the IPv4 address with subnet mask / IPv6 address with
specified prefix length of hosts that are allowed to issue SNMP
commands. If these fields are left blank, any IPv4/IPv6 LAN host is
allowed to issue SNMP commands.
Query
Get Community Enter the Get Community string. The default setting is public. Devices
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Set Community

Query Port

SNMPv3 Agent
Enabled

SNMPv2c Agent
Enabled

SNMPv1 Agent
Enabled

Enabled

Trap Version

Trap Community

Trap Port

Notification Host IP
Type

Notification
Host(IPv4)

Notification
Host(IPv6)

that send requests to retrieve information using get commands must
pass the correct Get Community string.

Enter the Set Community string. The default setting is private. Devices
that send requests to change settings using set commands must pass
the correct Set Community string.

Displays the port number used by the query server.
Agent

Switch the toggle to enable/disable the SNMPv3 function.

If enabled, specify corresponding settings. Click +Add to have a new
entry.

3 Agent Enable [ @)

Privacy

U UsMm
sername ( ) Password

Authentication  Authentication Password Privacy

SHA @ Disabled ~

Disabled
MD5

SHA

Username(USM) - USM means user-based security mode.
Enter the username to be used for authentication.

Authentication - Select one of the hashing methods to be used with the
authentication algorithm.

Authentication Password - Enter a password for authentication.
Privacy - Select an encryption method as the privacy algorithm.
Privacy Password - Enter a password for privacy.

Switch the toggle to enable/disable the SNMPv2 function.

Switch the toggle to enable/disable the SNMPv1 function.

Trap
Switch the toggle to enable/disable the Trap function.

Select the trap version.
V1
V2c
V3
Enter the Trap Community string. The default setting is public. Devices

that send unsolicited messages to the SNMP console must pass the
correct Trap Community string.

The maximum length of the text is 23 characters.
Enter the port number used for the Trap server.

Select the type of the notification host.
Both
IPv4
IPv6

+Add - Enter the IPv4 address of hosts that are allowed to be sent SNMP
traps.

+Add - Enter the IPv6 address of hosts that are allowed to be sent SNMP
traps.
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Trap Events

Apply

[1I-1-2 Management

[lI-1-2-1 Service Control

This page allows you to manage the general settings, management services, and TLS/SSL Encryption

setup.

¢# Dashboard

® Operation Mode

= Configuration
2 Security
(=T

BE uinty

Device Settings

Armware

Backup & Restore
Account & Permission
Systemn Reboot

Registration & Services

Select the event(s) to apply the settings configured in this page.

Save the current settings and exit the page.

System Maintenance / Management

General

Port

{dafaull) LANAccess IPvd WAN Accass  [PvE WAN Accass

HTTP (8) -]
HTTPS (443) [+]
55 @) -]
Talat featl
SHMIF N -]
LAN Access 1Pyd WAN Access TPV WAN Access

Available settings are explained as follows:

Item

Auto Logout

Enforce HTTPS Access

Port

LAN Access

Description

General

If "off" is selected, the function of auto-logout for the web user interface
will be disabled.

The web user interface will be open until you click the Logout icon
manually.

off ™

off

1 min
3 min
5 min

10 min

Management Services
Enable the checkbox to allow system administrators to login Vigor router
via HTTPS.

Specify user-defined port numbers for the HTTP, HTTPS,SSH and Telnet
servers.

Select the checkbox to allow system administrators to login from LAN
interface.
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IPv4 WAN Access /
IPv6é WAN Access

TLS 1.3/TLS 1.2/
TLS 1.1/TLS 1.0/SSL
3.0

WAN Access Control

LAN Access Control

Apply

Select the checkbox to allow system administrators to login from IPv4 /
IPv6 WAN interface.

TLS/SSL Encryption
Switch the toggle to enable or disable the function.

Access Control List

In general, all the clients via WAN interface can access the IPv4 WAN
management services (based on the HTTP, HTTPS, SSH, Telnet and
SNMP checkboxes selected).
WAN Access Control Mode - Select Disabled or Allow List.

Disabled - The default is Disabled.

Allow List - Click +Add to have a new entry. The maximum

number you can add is up to 6.
Only the chosen IP objects within the selected IP group object can access
the services listed on this page via the WAN interface.
In general, all the clients via LAN interface can access the LAN
management services (based on the HTTP, HTTPS, SSH, Telnet and
SNMP checkboxes selected).
LAN Access Control Mode - Select Disabled or Allow List.

Disabled - The default is Disabled.

Allow List - Click +Add to have a new entry. The maximum

number you can add is up to 6.
Only the chosen IP objects within the selected IP group object can access
the services listed on this page via the LAN interface.

Save the current settings and exit the page.
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I1-1-2-2 TR-069

Vigor device supports the TR-069 standard for remote management of customer-premises equipment
(CPE) through an Auto Configuration Server, such as VigorACS.

% Dashboard

®) Operation Mode

= Configuration

@ Security

B2 Manitoring

BR utiliey

Hrrrware

Backup & Restore
Account & Permission
System Rebool

Registration & Services

Renance / Management

ACS and CPE Settings

Available settings are explained as follows:

Item
TR-069

ACS Server On

URL

Username/Password

Event Code

Last Inform Response
Time

CPE Client

Periodic Inform
Settings

STUN Settings

Description
Switch the toggle to enable or disable the function.
ACS Server

Choose the interface for connecting the router to the Auto Configuration
Server.

Enter the URL for connecting to the ACS.

Wizard - Click it to enter the IP address of VigorACS server, port number
and the handler.

Enter the credentials required to connect to the ACS server.

Use the drop down menu to specify an event to perform the test.

Test With Inform - Click it to send a message based on the event code
selection to test if such CPE is able to communicate with VigorACS
server.

Display the time that VigorACS server made a response while receiving
Inform message from CPE last time.

More settings

This section specifies the settings of the CPE Client.

Protocol - Select Https if the connection is encrypted; otherwise select
Http.

Port - In the event of port conflicts, change the port number of the CPE.

Username / Password - Enter the username and password that the
VigorACS will use to connect to the CPE.

Enable / Disable - Switch the toggle to enable or disable the function.
The default setting is Enable, which means the CPE Client will
periodically connect to the ACS Server to update its connection
parameters at intervals specified in the Interval Time field.

Time Interval - Set interval time or schedule time for the router to send
notification to CPE.

Enable / Disable - Switch the toggle to enable or disable the function.
The default is Disable. If select Enable, please enter the relational
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settings listed below:
Server Address - Enter the IP address of the STUN server.
Server STUN Port - Enter the port number of the STUN server.

Minimum Keep Alive Period - If STUN is enabled, the CPE must send
binding request to the server for the purpose of maintaining the binding
in the Gateway. Please type a number as the minimum period. The
default setting is “60 seconds”.

Maximum Keep Alive Period - If STUN is enabled, the CPE must send
binding request to the server for the purpose of maintaining the binding
in the Gateway. Please type a number as the maximum period. A value
of “-1” indicates that no maximum period is specified.

Apply Save the current settings and exit the page.

After finishing this web page configuration, please click Apply to save the settings.
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[1l-1-3 Firmware

Before firmware upgrade, please download the newest firmware from the DrayTeks website or FTP
site first. The DrayTek website is www.draytek.com (or local DrayTeks website) and the FTP site is
ftp.draytek.com.

Open System Maintenance>>Firmware. The following web page will guide you to upgrade firmware
by using an example. Note that this example is running over Windows OS (Operating System).

Systam Mainenance / FArmware

Firmmware

Then click Upload and wait for a few seconds.

File uploading...

100% Complete

File upload is in progress... It must NOT be interrupted?

When the upload is finished, please click the Restart button.
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Congratulations

File Uploaded
[

Please restart to apply

changes.

Wait for a while until the system finishes the rebooting.

Rebooting...

Web page will be redirected in few secondsWeb page will be redirected

in few seconds

42
4
SECONDS

OrAccess Now —»
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[1I-1-4 Backup and Restore

This function can be used to backup/restore the Vigor167 settings.

System Maintenance ¢ Backup & Restore
% Dashboard Configuration Backup & Restore

& Operation Mode

= Configuration
«©
@ security
B monitaring
B Unility
t 1B
Device Sattings
Firmware cl

ACCount & Permission

Available settings are explained as follows:

Item Description
onfiguration Backup

Password Protection For the sake of security, the configuration file for the access point can be
encrypted.

Switch the toggle to enable or disable the function.

Password Enter several characters as the password for encrypting the
configuration file.

Back up Click it to backup the configuration file.
Restore from a Configuration Backup

Restore from Backup 7
File ' - Click to locate the file for restoring.
Restore - Click to execute the restoration.

Restore except the Switch the toggle to enable or disable the function.

login password

File has Password Switch the toggle to enable or disable the function. If enabled, a
Protection password will be required for restoring the configuration.
Restore Password Enter a password for configuration restoration.
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[11-1-5 Accounts & Permission

This page allows you to modify current administration account and password.

It allows the network administrator to manage Internet access at the user level.

& h{g‘ Lisa's notebook

WLAN_User_Group_A
(Password:wug123)

Allen's PC

Qé!J David book

WLAN_User_Group_B

?;n':_sai:rd_:lsl:&uzpﬁil (Password:wug456)

Nina'sPC
] Diana's PC | .
e~ LAN ‘————'.l Amy's PC
- g S
- <z
=

Notcontrolled by user Management

LAN_User_Group_2
(Password:lug456)

[1I-1-5-1 Local Admin Account
This page allows you to create up to five local admin account profiles.

System Mamlenance / ACCount & Permission

Role & Permission
% Dashboard

Local Admin Account
eration Mode

nifiguration

Account Role Status Allgw Login from WAN Lt Login at Last Login IP Cation
Security

admin Administratar Agtrve Enable 19700102 17:96119 192168110

B Monitoring

B unility

Management
Frmware

Backup & Restore

Available settings are explained as follows:

Item Description

+Add Create a new account profile.

Edit Modify the selected account profile.
Delete Remove the selected account profile.

To modify an existing profile, select the one and click the +Edit link to open the setting page.
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To add a new profile, click +Add.

System Maintenance / Account & Permission

ycal Admin Account Role & Permission

Medium

Administrator

Cancel

Available settings are explained as follows:

Item
Account
New Password

Confirm New
Password

Role

Status

Allow Login from WAN

Cancel

Apply

Description
Display the name of the account.
Enter a new password in this field.

Enter the new password again.

Specify the role of the account.
Administrator
Guest

Active - Enable the selected account profile.
Inactive - Disable the selected account profile.

If enabled, the user can login from WAN by using this user account.
Discard current settings and return to the previous page.

Save the current settings and exit the page.

Click Apply to save the settings.

103



l1I-1-5-2 Role & Permission
This page allows the creation of up to five roles which can be applied to the local admin account.

The default roles are Administrator and Guest.

System Maintenance / Account & Permission

o — Local Admin Account
¥ Dashboar

Role & Permission

®) Operat

= Configuration

o s .
@ Security Rale Admingstracor Guest

B9 Monitoring Left Menu Path

Device Seltings
Madgement » Securtt
FArmware * Maonitoring

Backup & Restore

To create a new role profile, click +Add. A new role will be added on to the page.

System Maintenance / Account & Permission

Local Admin Account Role & Permission

Role & Permission

+Add

Role Administrator Guest Role_1

Left Menu Path [i] Delete
» Dashboard Read-write Read-only Read-only w
» Operation Mode Read-write Read-only Read-only w
» Configuration Read-write Read-only Read-only w
»  Security Read-write Read-only Read-only w
»  Monitoring Read-write Read-only Read-only w
» Utility Read-write Read-only Read-only w
P System Maintenance Read-write Read-only Read-only w

Available settings are explained as follows:

Item Description
+Add Create a new role profile.
Role_1 The field of profile name. New added profile will be named as Role_#. To

modify the name, simply click the name and enter a new string (e.g.,
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Left Menu Path

Delete

Read-only

Deny

Read-only

Read-write

Apply

Role_MKT).

Systemn Maintenance / Account & Permission
Local Admin Account Role & Permission

Role & Permission

Add
Role Administrator Guest Role_MKT

Left Menu Path [i] Delete

Lists all of the features that a role can have.

The role of Administrator has the highest authority for accessing Vigor
router.

The role of Guest has the lowest authority for accessing Vigor router.

The permissions for user-defined roles are based on read-only or
read-write access granted to each menu path (such as dashboard,
configuration, device menu, etc.) individually..

Remove the selected user-defined role profile.

Specify the permission for each menu item for the user-defined role.

Deny - The permission for the menu item on the left side is not allowed
for the user-defined role profile.

Read-only - The permission for the menu item on the left side allowed
for the user-defined role profile to be read-only.

Read-write - The permission for the menu item on the left side allowed
for the user-defined role profile to be both read-only and written.

Save the current settings and exit the page.

After finished the settings, click Apply. The new role can be seen and selected on System
Maintenance>>Account & Permission>>Local Admin Account.

System Maintenance / Account & Permission

Role & Permission

Lecal Admin Account

Account Holo

Al Login fiom WAN

Administratar
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l1I-1-6 System Reboot

The Web user interface may be used to restart your router. Open System Maintenance >> System
Reboot to get the following page.

System Maintenance / System Rsboot
Scheduted Reboot
€% Dashboard

System Reboot

® Operation Mode

B3 Monkoring

BR Unility

Backup & Restore

Actount & Permission

Registration & Services

Available settings are explained as follows:

Item Description
Reboot With Select one of the following options, and press the Reboot button to
reboot the router.

Current Configuration - Select this option to reboot the router using
the current configuration.

Factory Default - Select this option to reset the router’s configuration
to the factory defaults before rebooting.
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l1I-1-7 Registration & Services

Register your Vigor router to MyVigor website for getting more services.

l1I-1-7-1 Registration & Services

1. Open System Maintenance >> Registration & Service.

Product Registration

B= Monitoring

B uniiny

Device Settings
Management

Firmware

nt & Penmission

1 Reboat

® Note:

Before registration, make sure the Vigor router has been set to access the Internet. Then, the link to
Register will be shown under Option. If not, the link to Login will appear instead.

2.  Click Register.
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3. AlLogin page will be shown on the screen. Please enter the account and password that you
created previously. And click Login.

ion with the exception of your IP Address which is recorded after login for security purposes.

Usemame

cameni

Password

DrayTek

Login

Create Account / Get Help

Terms of Service / Privacy Palicy

If you haven’t an accessing account, please refer to section Create Account for MyVigor to
create your own one. Please read the articles on the Agreement regarding user rights carefully
while creating a user account.

4.  The following page will be displayed after you logging in MyVigor. Type a nickname for the router,
then click Submit.

Product register ( Add Device )

Device Name Vigor167]
Model Vigor1e?
MAC 001DAASATDS0

Serial Number 2021120616120001
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5.  When the following page appears, your router has been registered to myvigor website
successfully. However, the DrayDDNS service has not been activated yet.
Dray Tek myvigor
My Product Vigor167

Service Status

DrayDDNS

License Status L]

License Action

Licenze Histary

Clicking MY PRODUCT for viewing the general information of the registered router on MyVigor
website.

Dray Tek v

Wt Prosuct

7.

Return to the System Maintenance >> Registration & Service page. Click the Login link
under the Option to load the registration information.

System Maintendrice | Regetration & Services
nice Stacus
Aegistration & Services

[ Sausl Wb

System Reboot
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8.  Now the registered information of Vigorl67 has been shown on this page

System Maintenance / Registration & Services
Registration & Services

Usarname Sarial Number

Option
Registered draytekiae 2021120616120001
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[lI-1-7-2 Services Status

This page displays the current status (including the license name, the start date, and the expiration
date) for the license service.

After registering the Vigor router, the type of license (at present, only DrayDDNS) available for this
router will be shown on this page.

System Maintenance / Registration & Services

Configuration z
& Registration & Services

B3 Monitoring

Service Status

BR utility

Licensa Status Start Date Expire Date
Device Settings DrayDDNS Iructive - =
Management

Firmware

Backup & Restore

Account & Permission

To activate the DrayDDNS service:

1. Open Configuration>>WAN>>Dynamic DNS to create a DrayDDNS server profile. For example,
the name is defined as mkvigorl67 in this case.

Configuration / WAN

WAN Connections ~ Virtual WAN  Dynamic DNS OReset (CRefresh

X
Name mkvigari67
Enabled [ @)
Service Provider DrayDDNS
Service Status
Activate

Note: To use DrayDDNS, activate license and set up domain name on MyVigor. Use Activate button to link to MyVigor page.
Expire Date
Domain Name .drayddns.com

Note: Refresh this page to update domain name.
Let's Encrypt Certificate
Enable ACME Client
Status

Nnta: Enzhla 8CKE Cliant tn rrasta and sllaw rartificsts tn ha sutaranamad hafrra avnira date -
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2. Open the page of System Maintenance>>Registration & Services>>Service Status.

System Maintenance / Registration & Services
Registration & Services Service Status (C Refresh
Service Status

{Manage Licenses & Services

Licanse Status Start Date Expire Date

DrayDDNS Inactive - -

3. Click +Manage Licenses & Services to access MyVigor website.
4. Enter the account and password that you created previously. And click Login.

5. Open the Service Status page and click Activate License.
Dray Tek myvigor

My Product Vigor167 Service Status

DrayDDNS

License Status L]

License Action Force Sync

License History

6. After the license has been activated, the following page will be shown on your screen.

DrayTek

Service Status

DrayDDNS 2022-05-16 2023-05-16
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7. Click Login. Later, enter the DDNS domain name for DrayDDNS service.

Dray Tek wmyvigor

License Period

License Action Renew License

DONS Domain mkvigor1&7| Irayddns. com

Current IP

License History

8. Return to the System Maintenance >> Registration & Service>>Service Status page. The
activated license with start/expire date information will be shown on the screen.

System Maintenance / Registration & Services
Registration & Services

(# Dashboard
Service Status

® Operation Mode

== Configuration License Status Start Date Expire Date

Maonitoring 3 DrayDDNS ® Active 2022-05-16 2023-05-16

2 Utility

Device Settings
Management
Firmware

Backup & Restore

Account & Permission

® Note:

If there is no license information, please go to System Maintenance>>Registration &
Services>>Registration & Service and click Login (lll-1-7-1, step 7) to load the license
information from MyVigor website.
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This page is left blank.
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Chapter IV Others

1t
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V-1 Monitoring

[V-1-1 DSL Status

[V-1-1-1 DSL Information

The DSL information (packets) of this router can be broadcasted periodically. The information can be
received by the routers under LAN.

Monltgring / DSL Status

{# Dashboard

DEL Infarmatian
® Operation Mode

uration

die
Roule Table Mad osL
DHCP Table

ARS Table

5.12.25.0_A_ABDR0!

ATU-C Infarmatics

B8 wility

A Curvars Maintananca

Available settings are explained as follows:

Item Description

Broadcast DSL Status = Switch the toggle to enable or disable the function.
to LAN

@ Note:

Switch these two icons by click the mouse cursor on them.
0 - means “Enable”.

- means “Disable”.
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IV-1-1-2 Tone Information
This web page displays the DSL line quality and bin usage.

Monitoring / D5L 5tatus
DSLinformation  Tone information (G Refresh

Tone Information

Click Refresh to reload this page with the most up-to-date information.

Monitaring £ DSL Status

DSL Information Tome Information (* Refresh

Tone Information

B Upstream W Downstream

500 1,000 1.500 21000 2500 2000 3,500 1,000

The above figure shows the bandwidth shared between Upstream (Red) and Downstream (Blue).
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[V-1-2 Route Table

IV-1-2-1 IPv4

Click Refresh to reload this page with the most up-to-date information.

DHCP Table

BY utility

O

IV-1-2-2 IPv6

Click Refresh to reload this page with the most up-to-date IPv6 routing information.

% Dashboard

DSL Status.

DHCP Table

ARP Table

=-Through

Manitanng / Route Tabke

Pyt

1Pvd Route Table

interface Destination

[LAN] LANY 163.1681.0

Mondtening / Route Table

I[Py Route Table

Intarface Destination
[LAN] Lant P
[LAN] LaNT f182-1/128
[LAN] LANY oos
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IV-1-3 DHCP Table

This page provides information on IP address assignments. This information is helpful in diagnosing
network problems, such as IP address conflicts, etc.

Click Refresh to reload this page with the most up-to-date information.

IV-1-3-1 IPv4 DHCP Subnet

This page shows the DHCP server status, IP range, IP pool, Used IP, and percentage of utilization for
each LAN interface.

Monitoring / DHCP Table

1Pyd DHCP Lease  [Pv6 Assignment

(% Dashboard r
%) IPvd DHCP Subnet
®) Operation Mode
== Configuration

Nams DHCP Sorver Status 1P Rangt 1P Poal Used 1P Uization
@ Security

[LAN] LANT Disabled

DSL Status

Route Table

ARP Table

IPvE Neighbor Table
DNS Cache Table
Session Table

Log Center

B8 unility

Wi Curvmm disintansers

[V-1-3-2 IPv4 DHCP Lease

This page shows the remaining time of the IPv4 DHCP lease of the device.

Monitaring / DHCP Table

£ Dashboard Pvd DHCP Subnet 3 DHCF aug IPVE Assignment 2
¥ Dashboarc
IPvit DHCP Lease
® Operation Mode
= configuration
o Subnat IP Addrass MAC Addross Haost Nama Cammant Type Laasad Timo
(@ Security

DAL Status.

Route Table

ARP Tabrke

i Center

B ity

A Eutem
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IV-1-3-3 IPv6 Assignment

This page shows the remaining time of the IPv6 DHCP lease of the device

Monitoring / DHCP Table

1Pv8 DHCP Subnet  [Pvd DHCP Lease

¥ Dashboard
- 1PVE Assi r
® Operation Mode L ol
= Configuration

Intariace 1PvE Addrass Link-Layer addrass o nuin

7]

28 Liliy

A Costaen bsinturer

IV-1-4 ARP Table

The table shows the contents of the ARP (Address Resolution Protocol) cache held in the router and
shows the mappings between Ethernet hardware addresses (MAC Addresses) and IP addresses.

IV-1-4-1 LAN

Click Refresh to reload this page with the most up-to-date information.

Monitoring / ARP Table

WaAN

% Dashboard
LAN Ethernet ARP Table

®) Operal

1P Addrass MAC Addrass Comemant

) Security
152.168.1.10 O8:BF-BAD5-00:AS

IPv Nelghbor Table

Table
Session Table
Log Center

B Ly
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IV-1-4-2 WAN
Click Refresh to reload this page with the most up-to-date information.

Maonitaring / ARP Table

LAN
% Dashboard

ey WAN Ethernet ARP Table
W) Operation Mode

= Cconfiguration

Irtarface 1P Address MALZ Address Comenant

@ security

D5L Slotus

Foute Table

DHCP Table

IV-1-5 PPPoE Pass-Through

The router offers PPPoE dial-up connection. Besides, you also can establish the PPPoE connection
directly from local clients to your ISP via the Vigor router. When PPPoA protocol is selected, the PPPoE
package transmitted by PC will be transformed into PPPoA package and sent to WAN server. Thus, the
PC can access Internet through such direction.

This page displays the results of performing PPPoE Pass-Through.
Click Refresh to reload this page with the most up-to-date information.

Monitaring / PPPOE Pass-Through
(% Dashboard Passed-Through PPPOE Cllents

%) Operation Mode

Chert MAC Address Client Interface Uplink! PPPoE Server MAC Addvesa Serves Inlerface Stass
PRaE Pass-Th AN Statur

Dl St PPPOE Pass-Through WAN Status

Route Table
WAN Status Active LAN Chents

DHCP Table
[WAN] WaANT Disabled (]

ARP Table

DNS Cache Table

Session Table
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IV-1-6 IPv6 TSPC Status

IPv6 TSPC (Tunnel Setup Protocol Client) status page could help you diagnose issues with IPv6
connections that utilize TSP.

If TSPC is configured properly, the router will display the following when the router has connected to
the tunnel broker successfully.

Monitoring / 1Pwé TSPC Status
% Dashboard P TSPC Status

®) Operation Mode

MNamao Enablod Status  Tunnal Broker Local IPv6 Addross Raomats IPvE Addrass Routor DNS Kame TSPC Profix TSPC Profil Langth
3= Configuration

[WAN] WANT Disabled

@ Security

5L Status
Route Table
DHCP Table
ARP Tahle

PPPOE Pass- Through

1PvE Neighbor Tabile
DNS Cache Table
Sexsion Table

Log Center

82 utility

IV-1-7 IPv6 Neighbor Table

This page displays the mapping between Ethernet hardware addresses (MAC addresses) and the IPv6
addresses. This information is helpful in diagnosing network problems, such as IP address conflicts.

Monitoring ¢ PG Neighbor Table
(3 Dashbosed PV Neighbor Table

® Operation Mode

== Configuration 1PVE Addrass MAC Addrass Intarfacs Status
2 102111001 3HIBMO00H01 [LAN] LANT NOARP
@ Security
fefic G4thofffeSec 764 14:48beSen 704 [LAN] LANY STALE
DSL Status oz 33 FHOAL0000 [LAN] LANT NOARP
Route Table fhoz-1 4000 3M3RO000:00 [LAN] LANT NOARP
DHCP Table
fellmr4d7:dce:0a76:a016 DE:bTbE:dSiddaR [LAN] Lan1 DELAY
ARt Table
PPPOF Paws.Through ffoz:16 SHIFO0000:16 [LAN] LANY NOARD
022 32:33:00:00:00:02 [LAN] LaNT ROARP
1102:1:41Sec794 335 ST ol [LAN] LAN1 NOARP

Log Centar

B8 utility
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[V-1-8 DNS Cache Table

The router can function as a DNS server which allows LAN clients to look up DNS information by

sending DNS requests to the router. Such DNS information is temporarily cached on the router and can
be viewed on this page.

IV-1-8-1 IPv4
Click Refresh to reload the most up-to-date information of the IPv4 DNS cache data.

Monitaring / DNS Cache Table

i Tl
% Dashboard
o |Pwit DNS Cache Table
8 Operation Mode
== Configuration
Daomain Name IP Addresa TTL {sec )
Z) Security

DSL Status

ARP Table
PPPol Pass-Through
Ve T

1PV Nelghbor Table

IV-1-8-2 IPv6
Click Refresh to reload the most up-to-date information of the IPv6 DNS cache data.

Monitoring / DNS Cache Table

Dashboard

N Pv DMS Cache Table
W Operation Mode

= Configuration

Domain Narma 1P Address TTL (sec)
7 Security

DS5L Status

IPve Neighbor Table

Session Table

Log Center

BR utinty

T
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[V-1-9 Session Table

This screen shows the 200 newest entries in the NAT sessions table. Click Refresh to reload this page
with the most up-to-date information.

Monitoring / Session Table

i * Refrest
¥ Dashboard NAT Session

® Operation Mode

= Configuration Intertace Source IP Source Pont Pasuda Port Destination IP Destination Part Pratocol State L

& Security

DSL Status

Route Table

DHCP Table

ARP Table

PPPOE Pass-Through
IPv6 TSPC Status
16 Netghbor Table

DNS Cache Table

Log Center

B3 Lnility

IV-1-10 Log Center

IV-1-10-1 Web Syslog

Log related to setting configuration and/or actions performed by this device can be stored on web
Syslog.

Monitoring / Log Center

€% Dashboard
. Web Sysiog
® Operation Mode o
= Configuration » ad Web Sy O
Overrede Dldest Logs
A Expar - Filter: | ayType
Time Type Consant
B8 utiiy

Available settings are explained as follows:

Item Description
Enabled Web Syslog Switch the toggle to enable or disable the function.

Loop Logging Option Override Oldest Logs - Vigor router system will backup all existed
information on the USB disk onto the host and clean up the information
from USB disk. Later, it will start a new record.

Stop when Full - Vigor router system will stop to record the user
information onto USB disk.
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Export Click it to export the configuration as a file (.json).

Clear All Click it to clear all settings on this page and return to the factory
settings.

Filter Select the type of log to display on this page.

Apply Save the current settings and exit the page.

Click Apply to save the settings.

IV-1-10-2 DDNS Log

This page displays the log (time, profile name and content) related to Dynamic DNS actions performed
by this device.

Monitoring / Log Canter

Web Syslog

{# Dashboard

DONS Log

= uration

®) Operation Mode
)

Time Profile Name Content
& Security

DSL Status
Route Table
DHCP Table

ARP Table

BE Linry

I Cutaim Mninransnse

Click Refresh to reload this page with the most up-to-date information.
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V-2 Utility

This section contains utilities (e.g., ping tool, trace tool, DNS and etc.) that can assist you in analyzing
issues and failures during the setup and operation of the router.

IV-2-1 Ping Tool

The user can perform the ping job for specified IP (host) to diagnose if the data transmission via the
Vigor system is well or not.

utility  Ping Too

# Dashboard Ping Tool

@ Operation Mode v m

2, System Maintenance

Available settings are explained as follows:

Item Description
IP Version Select the IP version for entering correct IP address.
Ping from Select an interface (LAN or WAN) from drop down list to through which

you want to perform the ping operation, or choose Auto to be let the
router select the WAN interface.

Ping to Host/IP Enter the IP address of the Host/IP that you want to ping.

Address

Packet Size (byte) Determine the packet size for the ping job.

Ping Count Determine the quantity of the packet being pinged.

Ping Interval (sec.) Set a time interval (unit:second) for the system to ping the IP address
specified above.

Clear Remove the settings and return to the factory settings.

Run Perform the ping job.
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[V-2-2 Trace Tool

The user can perform the traceroute job for specified IP (host) to diagnose if the data transmission via
the Vigor system is well or not.

Utilsty / Trace Tool

(% Dashboard Trace Tool

¥ Operation Mode

), System Malntenance

Available settings are explained as follows:

Item Description

IP Version Select the IP version for entering correct IP address.

Trace Through Trace through specific interface. Only Auto is available for selection.
Protocol Select ICMP or UDP protocol.

Host/IP Address Enter the host / IP address that you want to trace.

Trace Count Select the max hops for trace the route, select none for unlimited.
Clear Remove the settings and return to the factory settings.

Run Perform the job.
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IV-2-3 DNS

The user can diagnose the router by query Domain Name System (DNS) servers to obtain domain name
or IP address information.

Utility £ DNS
% Dashboard bk
eration Mode

figur ation

& Security

Monitoring

Ping Tool

Trace Tool

T, System Maintenance

Available settings are explained as follows:

Item Description

Host/IP Address Enter the host / IP address that you want to trace.
Clear Remove the settings and return to the factory settings.
Run Perform the job.
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Chapter V Troubleshooting

A




V-1 Checking the Hardware Status

Follow the steps below to verify the hardware status.

1.  Check the power line and cable connections.
Refer to “I-2 Hardware Installation” for details.

2. Power on the modem. Make sure the POWER LED, ACT LED and LAN LED are bright.

3. If not, it means that there is something wrong with the hardware status. Simply back to “I-2
Hardware Installation” to execute the hardware installation again. And then, try again.
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V-2 Checking the Network Connection Settings

Sometimes the link failure occurs due to the wrong network connection settings. After trying the
above section, if the link is stilled failed, please do the steps listed below to make sure the network
connection settings is OK.

V-2-1 For Windows

@ Note:

The example is based on Windows 7 (Professional Edition). As to the examples for other operation
systems, please refer to the similar steps or find support notes in www.draytek.com.

1.  Open All Programs>>Getting Started>>Control Panel. Click Network and Sharing
Center.

A LIRS )

| £ Jawa
:_{ Metwork and Sharing Center

& Persanalization

i Recowvery

2. In the following window, click Change adapter settings.

:!‘: Metwork and Sharing Center

é":_:ﬁ’ :t: + Control Panel = &l Control Panel Iterns + Metwork and Shar-ing Center

Control Panel Home Wieww your basic network information and set up connecti

Change adapter settings :_,L\ l}
Lhange adwvanced sharing WIMNTPRO-SVR Metwork 28
settings (This computer)

Wiew your active networks

MNetwork 28
Work network
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3. lcons of the network connection will be shown on the window. Right-click on Local Area
Connection and click on Properties.

Lacal

sahl

tel(R) PROS100 J rel(F

L-" Local Area Conned  Diagnose 1Wig
T Metwork cable unp— soor
® T TAP-inI? Ldapt ! Bridge Cannections W |

Create Shortcut

| Bl Renarme

"ﬁ'Proper‘cies

4, Select Internet Protocol Version 4 (TCP/IP) and then click Properties.
4 Local Area Connection Properties X
Metworking J Sharing1

Connect using:

l_::' Intel[R] PROA1000 MT Mebwork Connection

Thiz connection uzes the fallowing items:

& Client for Microsoft Networks
@F‘rivacyware Filker Diriver
.@QQS Packet Scheduler

= gFile and Printer Sharing for Microsoft Metworks
E M : L Ly

1o ST e
Ur T

Diriveer

[] - Link-Layer Topology Discovery Responder

Install... ingtall Properties

r

5. Select Obtain an IP address automatically and Obtain DNS server address
automatically. Finally, click OK.

Internet Protocal Wersion 4 (TCP/APw) Properties _'U_XJ
General | Alcernate Configuration |

‘ou can get IP settings assigned autornatically if wour netwark supports
this capability, Otherwise, vou need to ask your netwaork administrakor
far the appropriate IP settings.

&+ Cbtain an IP address automatically

L leo b oo o To o d )

& Cbtain DNS server address aukomatically

LU sl )

I validate settings upon exi Advanced..,
OFK | Cancel |
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V-2-2 For Mac Os

1.  Double click on the current used Mac Os on the desktop.
2. Open the Application folder and get into Network.
3. Onthe Network screen, select Using DHCP from the drop-down list of Configure 1Pv4.

enan Network )
¢« = & O
Show All Displays Sound Network Startup Disk

Location: | Automatic [

ar
g

Show: ' Built-in Ethernet |

aw
i

[ TCP/IP | PPPoE ' AppleTalk Proxies Ethernet |

Configure IPv4:  Using DHCP = !

IP Address: 192.168.1.10 ( Renew DHCP Lease )

Subnet Mask: 255.255.255.0 DHCP Client ID:

(If required)
Router: 192.168.1.2

DMNS Servers:

(Optional)
Search Domains: (Optional)
IPv6 Address: fe80:0000:0000:0000:020a:95ff:fe8d:72e4
(" Configure IPv6... ) (7)
ik Click the lock to prevent further changes. | Assistme... | [ Apply Now )
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V-3 Pinging the Device

The default gateway IP address of the modem is 192.168.1.1. For some reason, you might need to
use “ping” command to check the link status of the modem. The most important thing is that the
computer will receive a reply from 192.168.1.1. If not, please check the IP address of your
computer. We suggest you setting the network connection as get IP automatically. (Please refer to

the section V-2)
Please follow the steps below to ping the modem correctly.

V-3-1 For Windows

1. Open the Command Prompt window (from Start menu> Run).

2. Type cmd. The DOS command dialog will appear.

mmand Prompt

Microsoft Windows ¥P [Version 5.1.26881
(C> Copyright 1985-2801 Microsoft Corp.

D:“Documents and Settings“faelping 192.168.1.1
Pinging 192.168._1.1 with 32 bytes of data:

Reply from 192 _168.1.1: hytes=32 time{lms TTL=255
1: 32 time{ilms TTL=255%

. . H i TTL=255

Reply from 192 _168.1.1: bytes=32 time{ims TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
fAipproximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = Bms. Average = Bms

D:“\Documents and Settings“\faelr_

3. Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<1lms TTL=255" will appear.

4, If the line does not appear, please check the IP address setting of your computer.

V-3-2 For Mac Os (Terminal)

Double click on the current used Mac Os on the desktop.

Open the Application folder and get into Utilities.

1
2
3. Double click Terminal. The Terminal window will appear.
4

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttl=255 time=xxxx ms” will appear.

606 Terminal — bash — 80x24

Lost login: Sot Jon 3 B2:24:18 on ttypl

Welcome to Darwin!

Vigorlf:~ draytekd ping 192.168.1.1

PING 192.165.1.1 (192.168.1.1): B6 dato bytes

64 bytes from 192.165.1.1: icmp_seq=0 ttl=255 time=0.755 ms
64 bytes from 192.165.1.1: icmp_seq=1 Ltl=255 time=B.697 ms
64 bytes from 192.168.1.1: icmp_seq=2 ttl=255 time=0.71C ms
64 bytes from 192.168.1.1: icmn_seq=3 ttl=265 time=0.731 ms
64 bytes from 192.168.1.1: icmp_seq=4 ttl=255 time=H.72 ms
2l

—— 192.168.1.1 ping statistics ——

B packets transmitted, 5 pockets received, 8% packet loss
round-trip mindovg/max = B.697/0.723/0.755 ns

Yigarid:~ drayteks ||
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V-4 Backing to Factory Default Setting

Sometimes, a wrong connection can be improved by returning to the default settings. Try to reset the
modem by software or hardware.

@ Warning:

After using the factory default settings, you will lose all settings you did before. Make sure you have
recorded all useful settings before you pressing.

V-4-1 Software Reset

You can reset the modem to factory default via Web page.

Go to System Maintenance and choose System Reboot on the web page. The following screen will
appear. Choose Factory Default and click Reboot.

After few seconds, the modem will return all the settings to the factory settings.
System Maintenance / System Reboot
System Reboot Scheduled Reboot
System Reboot

Reboot With Current Configuration Factory Default

Reboot
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V-4-2 Hardware Reset

While the modem is running, press the Factory Reset button and hold for more than 5 seconds.
When you see the ACT LED blinks rapidly, please release the button. Then, the modem will restart
with the default configuration.

P2 P1 DSL

After restore the factory default setting, you can configure the settings for the modem again to fit
your personal request.
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V-5 Contacting DrayTek

If the modem still cannot work correctly after trying many efforts, please contact your dealer for
further help right away. For any questions, please feel free to send an e-mail to
support@draytek.com.
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